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Abstract

Multi-task learning (MTL) creates a single machine learning model called multi-
task model to simultaneously perform multiple tasks. Although the security of
single task classifiers has been extensively studied, there are several critical security
research questions for multi-task models including 1) How secure are multi-task
models to single task adversarial machine learning attacks, 2) Can adversarial
attacks be designed to attack multiple tasks simultaneously, and 3) Does task
sharing and adversarial training increase multi-task model robustness to adversarial
attacks? In this paper, we answer these questions through careful analysis and
rigorous experimentation. First, we develop naïve adaptation of single-task white-
box attacks and analyze their inherent drawbacks. We then propose a novel attack
framework, Dynamic Gradient Balancing Attack (DGBA). Our framework poses
the problem of attacking a multi-task model as an optimization problem based
on averaged relative loss change, which can be solved by approximating the
problem as an integer linear programming problem. Extensive evaluation on
two popular MTL benchmarks, NYUv2 and Tiny-Taxonomy, demonstrates the
effectiveness of DGBA compared to naïve multi-task attack baselines on both clean
and adversarially trained multi-task models. The results also reveal a fundamental
trade-off between improving task accuracy by sharing parameters across tasks
and undermining model robustness due to increased attack transferability from
parameter sharing.

1 Introduction

Multi-task learning (MTL) leverages a single machine learning model to simultaneously address
multiple tasks [35, 43], such as semantic segmentation, depth estimation, and other vision-based
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prediction tasks [47, 48, 39]. MTL significantly reduces inference costs and improves generalization
performance by only using a single model. The single model that can perform all the tasks is denoted
as the multi-task model. Multi-task models are widely used in practical applications with high-security
requirements such as robotics and autonomous driving [24, 3]. When designing a multi-task model,
the main challenge lies in determining the parameters to share across tasks to optimize both resource
efficiency and task accuracy. This has led to an abundance of multi-task model architectures designed
either manually [19, 20, 13, 22, 33] or automatically [38, 48, 1, 16, 47]. In our paper, we focus on
the branched multi-task models, which are the most representative in the MTL literature [48].

In parallel to the developments in MTL, the security of single task classifiers has been put into
question due to the existence of adversarial examples [15]. An adversarial example is an input
to a machine learning model (typically an image) that has been manipulated such that the model
misclassifies the example with high confidence, but a human can still correctly recognize the input.
Adversarial examples can be generated through either white-box or black-box attacks depending on
the assumed capabilities of the attacker [40, 27]. White-box attacks are generally considered more
powerful [6] as the attacker has access to the trained model’s parameters and structure. Adversarial
machine learning attacks have been extensively studied on models designed for single learning
tasks [25, 30, 42]. However, the same cannot be said for multi-task models. Due to the sensitive
applications in which MTL is involved, several critical security research questions (RQ) arise:

RQ1: How secure are multi-task models to conventional single task adversarial machine learning
attacks?

RQ2: Can adversarial attacks be designed to attack multiple tasks simultaneously?
RQ3: Does task sharing and adversarial training increase multi-task model robustness to adver-

sarial attacks?

In regards to RQ1, we first develop several naïve adaptations of single task white-box attacks for
MTL, and analyze their inherent disadvantages. We then propose a novel attack framework, DGBA
(Dynamic Gradient Balancing Multi-task Attacker) to answer RQ2. We frame the problem of finding
a unified attack perturbation in MTL as an optimization problem, with a multi-task attack objective
function based on the averaged relative loss change [38, 47]. We solve the optimization problem by
approximating it as an Integer Linear Programming (ILP) problem.

In regards to RQ3, we experiment with different levels of task sharing and demonstrate that a
fundamental trade-off exists: Improving task accuracy and model efficiency through joint training
can increase the model’s vulnerability to adversarial attacks designated for these related tasks due to
parameter sharing. We further explore the defense side of MTL, by adversarially training models with
examples generated by DGBA. Our contributions to advancing the security of the field of multi-task
learning are numerous, but can be succinctly summarized as follows:

• Dynamic Gradient Balancing Multi-task Attack Framework - We formulate the MTL
adversarial attack as an optimization problem with a specially designed multi-task objective
function. To solve this optimization problem, we introduce a novel approach, DGBA that
dynamically balances gradients from multiple tasks in a multi-task model. Our attack is
capable of creating adversarial examples that work across all tasks.

• Empirical Evaluation - We empirically evaluate the effectiveness of DGBA on multi-task
models with various levels of task sharing and demonstrated that DGBA performs best for 7
out of 8 models on both NYUv2 [37] and Tiny-Taskonomy [45].

• Multi-Task Models Robustness Trade-off - We empirically demonstrate that joint training
of related tasks can undermine model robustness due to increased attack transferability. In
NYUv2, as task sharing levels increase, the task attack transferability increases by 23×,
1.875×, and 3.12× respectively when attacking segmentation, depth estimation, and normal
prediction.

• Multi-Task Learning Adversarial Training - On the defense side of MTL, we incorporate
adversarial examples into multi-task model training to defend against adversarial attacks.
Their robustness is markedly improved, measured by the decreased accuracy drop after
attacking from 46.65% ∼ 105.74% to 5.97% ∼ 29.26%. When attacking these models,
DGBA still outperforms multi-task attack baselines by up to 18.65%.
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2 Attack Framework

In this section, we first discuss existing white-box attacks and our adversarial threat model. Detailed
related works are in Appendix Section A. We then show how single task white-box attacks can be
adapted to multi-task models. We formulate the DGBA framework in Section 3.

2.1 Single Task White-Box Attacks

In general adversarial machine learning attacks can be formulated as follows [26]. Let (x, y) represent
a clean input and its corresponding label. An attacker adds an adversarial perturbation δ to the input
x, to try and maximize the value of a loss function L:

max
δ
L(x+ δ, y; θ), s.t. ‖δ‖p ≤ ε, (1)

where θ denotes the parameters of the trained model under attack, and ε represents the maximum
amount the adversary can perturb the input according to a given p-norm. For notational simplicity,
we omit θ in our future derivations.

Threat Model: In this paper, we focus on the untargeted white-box adversarial threat model [6] as this
represents one of the strongest and most widely used adversarial machine learning formulations [7,
12, 11]. In this setup, the attacker has knowledge of the model structure, trained model parameters θ
and corresponding loss function L. In terms of bounds on the adversarial perturbation, we use one of
the most widely-used norms, p =∞, in line with previous works [17, 42, 34].

Single Task Attacks: In the white-box setting, one of the most prevalent strategies for generating
the adversarial perturbation δ is to maximize the loss function L by following the gradient ascent
direction. This was originally done with the Fast Gradient Sign Method (FGSM) attack proposed
in [15]. Since the advent of FGSM, numerous improvements to the attack have been proposed. While
enumerating all improvements over FGSM is beyond the scope of this paper, several important attack
updates are worth noting. Updated attacks include the Projected Gradient Descent (PGD) attack [26],
which adds a randomized start and makes FGSM iterative. The Momentum Iterative Momentum
(MIM) [12] adds momentum to the gradient ascent optimization. More recently, in APGD [11], an
adaptive step size has been shown to be one of the most effective single task white-box attacks, even
against adversarial trained models [29].

2.2 Naïve Multi-Task Attacks

RQ1: Can existing white-box attacks be used to attack multi-task models? In the field of adversarial
machine learning, there is an abundance of effective single task white-box attacks [12, 26, 11]. This
raises an important question for the multi-task learning domain as to whether these single task attacks
can be repurposed to attack all tasks, in a multi-task model. This subsection presents two simple
strategies for directly adapting single task white-box attacks to the multi-task formulation of the
problem. It then discusses their inherent flaws, which are further demonstrated empirically. We
denote these two attacks as naïve multi-task attacks.

In the case of a single task, untargeted white-box attack, an adversarial example can be generated [26]
iteratively:

x
(i)
adv = PS(x

(i−1)
adv + Fδ(ε

(i−1),
∂L

∂x
(i−1)
adv

)), (2)

where Fδ represents the perturbation function associated with a specific white-box attack, L represents
the loss function for a single task, ε(i−1) is the magnitude of the perturbation added in the current
iteration of the attack and x(0)

adv = x. Lastly, PS is the projection operation [11] to bound the
adversarial sample within a specified range. In multi-task learning, each input x is associated with a
set of true labels {y1, . . . , yn} for tasks T = {t1, . . . , tn}. Each task ti has its own task-specific loss
function Li(x, yi).

SINGLE Attack - The first way in which multi-task models can be attacked is by focusing on only
a single task gradient and ignoring the gradients of the rest tasks. The concept behind this naïve
approach is that by creating an adversarial sample to attack one task, it may also work or transfer [29]
to other tasks. For example, from Eq. 2, APGD [11] can be adapted for single task gradient attacks tj
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with the appropriate choice of Fδ:

x
(i)
adv = PS(x

(i−1)
adv +α(PS(x

(i−1)
adv +ε(i−1)sign(

∂Lj
x

(i−1)
adv

))−x(i−1)
adv )+(1−α)(x

(i−1)
adv −x

(i−2)
adv )), (3)

where α is a hyperparameter in APGD that controls the influence of previous update steps on the
current update step.

TOTAL Attack - The second way in which single task attacks can be converted to attack multi-task is
through totaling all associated task loss functions Li, via summation. For example, Eq. 2 with single
task Projected Gradient Descent (PGD) [26] can be adapted for TOTAL-PGD with the appropriate
choice of Fδ:

x
(i)
adv = PS(x

(i−1)
adv + ε(i−1) · sign(

n∑
j=1

∂Lj
∂x

(i−1)
adv

)). (4)

We show the different attack formulations for single-APGD and Total-PGD above, but it is important
to note any combination of existing white-box attacks and the adaptations can be done.

Figure 1: Attack effectiveness (y-axis, higher-
the-better) for each task when applying SIN-
GLE and TOTAL attacks on NYUv2. Segm:
semantic segmentation task; Norm: normal
prediction task; Dept: depth estimation task.

Naïve Attack Limitations: Both the SINGLE and
TOTAL attacks come with significant drawbacks. For
the SINGLE attack, there is an underlying assumption
in order for the attack to be effective: using one task’s
attack direction will guarantee attack success on all
other tasks. Considering a SINGLE attack designed
for task ta with resulting adversarial perturbation δa.
Denote the remaining tasks as T ′ = T − {ta}, we
can formulate the underlying assumption as:

∀b∈T ′∃δb∈Φb

∣∣∣∣ δa · δb
‖δa‖ ‖δb‖

∣∣∣∣ ≥ κs, (5)

where Φb represents the set of all valid adversarial
perturbations for task tb and δb is a perturbation from
the valid set Φb. The adversarial perturbations δa and
δb created when attacking ta should be aligned with
each other with high correlation at least κs. However,
this assumption does not always hold, as the effectiveness of the single attack is limited due to
the restricted transferability of attack methods [29]. For example, we show that in Figure 1, when
attacking the segmentation or the depth estimation task solely (SINGLE-SEGM or SINGLE-DEPTH),
the attack’s effectiveness on the normal prediction task (Norm ARP) is limited.

Likewise, the effectiveness of the TOTAL attack is based on an underlying assumption: for an
adversarial example to work across all tasks, no one task’s gradient should dominate to avoid
the limited attack transferability issue that the SINGLE faces. Consider an arbitrary set of tasks
T = {t1, .., tn} under attack with corresponding loss functions and gradients { ∂L1

x
(i)
adv

, .., ∂Ln
x
(i)
adv

}. For

the ith attack step the following condition should be met:

∀a,b∈T (1− κd) ≤

∥∥∥∥ ∂Lax
(i)
adv

∥∥∥∥∥∥∥∥ ∂Lbx
(i)
adv

∥∥∥∥ ≤ (1 + κd), (6)

where κd represents the sensitivity bound for the attack to be effective in making the example
adversarial (moving in the positive gradient direction) for all tasks, in the ith attack step. We denote
this condition as the non-dominant magnitude assumption. However, the issue of gradient dominance
is well-recognized within the MTL literature and has garnered significant attention in the field of
MTL optimizers [44, 32]. Empirically, we observe from Figure 1 that the TOTAL attack exhibits a
similar pattern as SINGLE-SEGM, indicating that it tends to be dominated by the segmentation task
due to the task’s larger gradient magnitude.

We also consider a modified version of TOTAL where we take the sign of the gradients before
summation. In this way, the non-dominant gradient magnitude assumption can be circumvented. We
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denote this attack as SIGNTOTAL. However, in Section 4.2 we empirically show that this attack is
also not effective, as completely ignoring task’s gradient magnitudes also leads to a suboptimal attack.
The limitations due to the underlying assumptions of both the TOTAL and Single attacks mandate the
need for an efficient optimized MTL attack framework.

3 Dynamic Gradient Balancing Multi-task Attack Framework

RQ2: Can adversarial attacks be designed to attack multiple tasks simultaneously? Dynamic Gradi-
ent Balancing Multi-task Attack (DGBA) builds on the success of existing single tasks adversarial
attacks, while addressing the challenge of attacking multi-task models. DGBA accomplishes this by
actively balancing the gradients across tasks, to derive an adversarial perturbation that is effective on
all tasks. In this section, we first formulate a new attack optimization problem tailored for multi-task
models. Since the problem is intractable, DGBA approximates it with Taylor Expansion, reformulates
it to an Integer Linear Programming (ILP) problem, and then generates adversarial samples by solving
the ILP problem.

Multi-Task Attack Optimization - We first reformulate the original single task adversarial op-
timization introduced in Eq. 1 by decomposing δ = η · β. Here η represents the magnitude of
the perturbation. β represents the signed gradient direction vector, with values {−1, 0, 1}. We
reformulate the optimization problem of gradient-based attacks as follows:

max
β
L(x+ η · β, y) s.t. ‖η · β‖p ≤ ε, ∀β(k) ∈ β : β(k) ∈ {−1, 1}. (7)

Algorithm 1 APGD-DGBA

Input: x(0), {yi}, {Li}, η, α,Niter,W
Output: xmax

1: li ← Li(x
(0), yi),∀i = 1, · · · , n.

2: β∗ ← sign(
∑n

i
∂Li(x(0),yi)

∂x(0) · 1

Li(x(0),yi)
) . Eq. 12

3: x(1) ← P (x(0) + η · β∗)
4: lmax ← max{

∑n
i
Li(x(0))−li

li
,
∑n

i
Li(x(1))−li

li
}

5: if lmax ≡
∑n

i
Li(x(0))−li

li
then

6: xmax ← x(0)

7: else
8: xmax ← x(1)

9: end if
10: for k = 1 toNiter − 1 do
11: β∗ ← sign(

∑n
i

∂Li(x(k),yi)

∂x(k) · 1

Li(x(k),yi)
) . Eq.

12
12: zk+1 ← P (x(k) + η · β∗)
13: xk+1 ← P (x(k)+α(zk+1−x(k))+(1−α)(x(k)−

x(k−1)))

14: if
∑n

i
Li(x(k+1))−li

li
> lmax then

15: xmax ← x(k+1)

16: lmax ←
∑n

i
Li(x(k+1))−li

li
17: end if
18: if k ∈W then
19: update η and x(k+1)

20: end if
21: end for

The above formulation is for attacking a sin-
gle task. Attacking multiple tasks simulta-
neously in a multi-task model is fundamen-
tally a multi-objective optimization problem.
In this case, each objective function corre-
sponds to one task. In adversarial machine
learning, attacks are traditionally measured
on a single task using one objective func-
tion that measures attack success rate [11]
or robustness [40]. However, in MTL when
evaluating two or more attacks, there is no
single metric, as there are multiple tasks and
each task has its own objective function value.
This makes comparing two different attacks
in MTL challenging.

Therefore, we formulate the multi-task at-
tack optimization problem with a multi-task-
specific objective function that aligns with
the standard practice of assessing model per-
formance in MTL. A multi-task model’s per-
formance is typically measured by Average
Relative Accuracy (ARA), denoted as ∆Acc,
as opposed to using absolute values [38, 47].
The metric ARA compares the task perfor-
mance of a given multi-task model M to that
of a baseline model B. The ARA of a multi-
task model is computed as:

∆Acc =
1

N

N∑
i=1

AccM,ti −AccB,ti
AccB,ti

, (8)

where N is the number of tasks. ∆Acc is
the average difference in accuracy between
AccM,ti and AccB,ti across all tasks ti, normalized by the accuracy of B. A higher ∆Acc indicates
a better model performance compared to the baseline.

5



When attacking a multi-task model, the goal is to substantially reduce the task performance of M
relative to B, where now B represents the model before the attack and M denotes the model after
the attack. ∆Acc will be a negative value and the higher its absolute value is, the more effective the
attack is. To find a perturbation direction β that is the most effective, we reformulate the objective
function in Eq. 7 as follows:

β∗ = max
β
|∆Acc| = max

β
∆L = max

β

1

N

n∑
i=1

Li(x+ η · β, yi)− Li(x, yi)
Li(x, yi)

, (9)

where Li(x+ η · β, yi)− Li(x, yi) represents the model loss difference for task ti before and after
the attack to substitute the accuracy difference, since task loss in neural networks typically serves as
a reliable indicator of task accuracy (i.e., higher task loss corresponds to lower task accuracy).

The above optimization problem is intractable [23, 18]. To address the problem, we apply the Taylor
Expansion on Li(x+ η · β, yi), and reformulate it to an Integer Linear Programming (ILP) problem
as follows (see Appendix Section B for the detailed derivation):

β∗ = max
β

∑
i

β · ∂Li(x, yi)
∂x

· 1

Li(x, yi)
s.t. ∀β(k) ∈ β : β(k) ∈ {−1, 1}. (10)

In practice, β and ∂Li(x,yi)
∂x are two matrices with the same size as x. Their product represents the

dot product of the corresponding vectorized matrices. DGBA generates adversarial examples that
attack a multi-task model by solving the optimization problem in Eq. 16 via relaxed LP.

Optimization Solution via Relaxed LP - DGBA identifies β∗ by first addressing a relaxed Linear
Programming (LP) problem and then rounding the resulting solution to obtain an integer solution. In
the first step, the LP relaxation will remove the requirement of integer values, i.e., ∀β(k) ∈ β : β(k) ∈
{−1, 1}, allowing them to take on any real value instead. To solve the relaxed LP, we calculate the
derivative of the objective function with respect to the variable β as follows,

∂∆L
∂β

=

n∑
i=1

∂Li(x, yi)
∂x

· 1

Li(x, yi)
. (11)

We initialize β as a zero matrix, and update it along the direction of ∂∆L
∂β to maximize ∆L in the LP

relaxation. In the second step, DGBA enforces the integer constraint. It derives the solution for the
original ILP by performing a rounding operation,

β∗ = sign(

n∑
i=1

∂Li(x, yi)
∂x

· 1

Li(x, yi)
). (12)

The optimal β∗ suggests that the effective attack direction for multi-task models should be the sum of
task’s gradients dynamically weighted by their loss value. Compared to the two attack approaches
mentioned in Section 2.2, DGBA mitigates the dominating task issue in TOTAL by dynamically
balancing the gradients across tasks and avoids the limited transferability problem in SINGLE-X by
optimizing over all tasks simultaneously.

Integrating DGBA with Existing Attacks - Integrating DGBA with any existing attack can easily be
accomplished, even for more advanced methods like APGD [11]. The key operation is to substitute the
single task gradient, i.e., ∂L∂x , with the balanced multi-task counterpart, i.e.,

∑n
i=1

∂Li(x,yi)
∂x · 1

Li(x,yi) .
We provide pseudocode for APGD with DGBA in Algorithm 3. The part of the pseudocode changed
for DGBA is colored in blue. Notice that except for the key design shown in lines 2 and 11, we also
change the absolute loss value used in the original APGD to the relative loss value sum over all the
tasks in lines 4 and 14 to align with the MTL scenario.

4 Experiments

In this section, we empirically answer the three security questions raised in Section 1 through rigorous
experimentation and analysis. We also experimentally demonstrated the superiority of DGBA over
both single task and naïve multi-task white-box attacks.
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4.1 Experimental Settings

Datasets and Tasks: In our experiments we use two popular datasets in multi-task learning (MTL),
NYUv2 [37] and Tiny-Taskonomy [45]. The NYUv2 dataset consists of RGB-D indoor scenes and
three tasks, 40-class semantic segmentation, depth estimation, and surface normal prediction. Tiny-
Taskonomy contains RGB indoor images and its five representative tasks are semantic segmentation,
surface normal prediction, depth estimation, keypoint detection, and edge detection.

Evaluation Metrics and Loss Functions: Semantic segmentation uses a pixel-wise cross-entropy
loss for each predicted class label. Surface normal prediction uses the inverse of cosine similarity
between the normalized prediction and ground truth. All other tasks use the l1 loss. Detailed metrics
for each specific task are given in Appendix Section D.1. Many tasks have distinct evaluation metrics
with various scales (as mentioned in Section 3). Hence, it is crucial to assess task performance in
an equitable manner. Compounding the problem of different scales is the fact that some metrics are
higher-the-better (e.g., accuracy, mean of intersection over union), while others are lower-the-better
(e.g., distance, error). To address these issues and fairly measure the success of various attacks, we
formulate a multi-task attack metric, Average Relative Performance (ARP):

1

N

N∑
i=1

1

Mi

Mi∑
j=1

(−1)si,j (m′i,j −mi,j)/mi,j × 100%, (13)

where mi,j and m′i,j represent the values of task ti’s j-th metric for the model before and after the
attack respectively, and si,j equals 0 if this metric is lower-the-better and 1 otherwise. Mi denotes
the number of metrics for task ti, and N is the number of tasks. For each attack, we measure the
corresponding ARP. It is important to note, a higher ARP indicates a higher performance drop and
thus a more effective attack.

Multi-Task Models: We evaluate branched multi-task models from TreeMTL [48] using two back-
bone architectures: Deeplab-ResNet34 [8] and MobileNetV2 [36]. Specifically, we randomly sampled
and trained 25 models with Deeplab-ResNet34 and 20 with MobileNetV2 for the NYUv2 dataset.
For the Tiny-Taskonomy dataset we sampled 15 models with Deeplab-ResNet34. These multi-task
models cover a range of configurations, such as the all-shared models sharing the entire backbone
across tasks, independent models comprising an ensemble of single task models, and partially shared
models with varying numbers of shared parameters and distinct sharing patterns (see Appendix
Section D.5).

Naïve Attacks and DGBA Variants: From the naïve white-box attacks developed in Section 3 we
test TOTAL and TOTALSIGN. We also run SINGLE-X, where X represents the single task being
attacked. For DGBA, we integrate it with different existing white-box attacks [15, 26, 11] to create
three DGBA variants, FGSM-DGBA, PGD-DGBA and APGD-DGBA. We also test DGBA with a
multi-model based white-box attack [42], which we term Auto-SAGE-DGBA.

4.2 DGBA and Naïve Multi-task Attack Performance

Using different variants of DGBA and the naïve multi-task attacks, we attack the multi-task models
trained on NYUv2 and Tiny-Taskonomy datasets. For each attack, we vary the maximum perturbation
bound ε from 1 to 15 and report the average of the ARP over all models in Figures 2 and 3. In these
figures, we denote the average ARP as the overall ARP. Numerical results for individual model’s
ARP for ε = 4 are given in Tables 1 and 2.

In Figures 2 and 3 the orange line represents DGBA. We can clearly see that in terms of overall ARP,
DGBA is the best-performing attack across almost every attack variant, all ε values and all datasets.
There are a few cases (NYUv2 with APGD and Tiny-Tasknonomy with PGD and APGD), where
for ε ≥ 10, DGBA and TOTAL converge or perform almost identically. However, if we examine
the results on the model level for NYUv2 in Table 1, PGD-DGBA and APGD-DGBA have the
highest ARP in 7 out of the 8 attacked models. Likewise for Tiny-Taskonomy, PGD-DGBA and
APGD-DGBA perform best for 7 out of the 8 models as shown in Table 2. Having developed effective
MTL adversarial attacks, the next important MTL security concern is what factors in multi-task
models influence robustness and defense. Full tables for all models are included in Appendix Section
D.2.
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(a) FGSM (b) PGD (c) APGD (d) Auto-SAGE

Figure 2: Attack performance comparisons in terms of ARP averaged over 25 multi-task models
trained on NYUv2 with Deeplab-ResNet34. The naive attacks and DGBA variants are built on (a)
FGSM, (b) PGD, (c) APGD, and (d) Auto-SAGE. The perturbation bound ε ranges from 1 to 15.

(a) FGSM (b) PGD (c) APGD (d) Auto-SAGE

Figure 3: Attack performance comparisons in terms of ARP averaged over 15 multi-task models
trained on Tiny-Taskonomy with Deeplab-ResNet34 similar to Figure 2.

4.3 MTL Adversarial Transferability

RQ3.1: Does task sharing increase MTL model robustness to adversarial attacks? In the design
of multi-task models, the most critical research question is: determining appropriate sharing levels
when tasks are jointly learned [38, 47]. Existing literature primarily addresses these questions with
a focus on optimizing task performance. The results reported in this section reveal a fundamental
trade-off between the task accuracy improvement due to positive task interactions and the increased
vulnerability to adversarial attack due to higher attack transferability by jointly learning tasks. Task-
sharing patterns vary extensively in multi-task models, from complete parameter sharing across the
backbone model, to no sharing at all (independent models). We observe that a higher degree of
parameter sharing across correlated tasks is associated with increased attack transferability.

We first define attack transferability in the MTL context. When using an attack method like SINGLE-X,
which attacks only one task in a multi-task model, the designated task X, would be impacted the most.
Referring back to Figure 1, we can see this occurs as the highest bar for each of the SINGLE-X attacks
is task-X. Therefore, for a given attack in the transferability setting, we can consider the upper bound
of the attack effectiveness on task X as SINGLE-X with ARPtx . Since adversarial examples designed
to attack one task may also be adversarial (e.g. misclassified) for another task, we can quantify this
phenomenon in the MTL domain. Let tx represent a task under attack and tj represent another task

(where j 6= x). The transferability of attack SINGLE-X is then: 1
n−1

∑
j 6=x

ARPtj
ARPtx

, where n represents
the number of tasks. In short, we measure transferability as a performance degradation ratio. This

Table 1: ARP of 8 multi-task models with diverse sharing patterns trained on NYUv2 and attacked
by PGD, APGD, and Auto-SAGE variants with perturbation bound ε = 4. For brevity, the name of
SINGLE-X variants are simplified to the task name only. IND: independent, AS: all-shared.

Model
Index

#Params
(M)

PGD APGD Auto-SAGE
Segm Norm Dept Total SignTotal DGBA Segm Norm Dept Total SignTotal DGBA Baseline DGBA

IND 63.83 24.07 12.34 39.67 37.64 46.06 52.51 27.16 15.28 48.07 43.27 46.68 62.72 50.60 63.78
5 62.48 24.51 17.33 48.98 46.82 51.18 59.36 27.91 21.99 59.31 54.01 51.87 70.46 62.59 71.73
35 62.25 27.91 29.93 58.75 50.02 64.14 71.00 32.18 37.56 72.78 57.23 65.31 85.37 74.98 85.89
41 61.13 31.10 32.23 75.81 54.53 71.75 79.93 35.40 40.66 93.92 62.34 73.43 96.80 86.64 100.73
21 55.65 26.53 23.81 56.20 50.44 56.26 64.85 29.81 32.22 68.68 57.18 57.15 76.41 69.18 78.34
39 55.43 27.57 24.14 62.35 50.84 57.22 66.48 31.24 29.83 78.41 58.07 58.41 79.38 78.94 83.61
26 42.54 28.21 32.11 58.06 54.17 63.98 71.52 32.45 41.99 71.78 62.53 65.45 86.41 77.90 87.52
AS 21.28 37.80 37.87 78.58 49.49 64.36 69.60 44.80 49.65 99.32 56.27 66.05 84.44 79.27 91.01
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Table 2: ARP results on Tiny-Taskonomy similar to Table 1.
Model
Index

#Params
(M)

PGD APGD Auto-SAGE
Segm Norm Dept Keyp Edge Total DGBA Segm Norm Dept Keyp Edge Total DGBA Baseline DGBA

IND 106.38 153.94 16.57 94.23 5.47 4.40 178.51 179.32 150.34 16.32 93.49 5.40 4.33 175.00 175.98 178.51 179.32
190 105.03 105.63 37.71 116.13 6.74 6.36 141.97 157.73 98.82 33.70 109.26 6.39 6.12 132.72 146.86 134.60 147.75
358 103.68 107.96 38.20 123.47 8.41 6.16 148.42 164.93 100.97 34.09 115.14 7.88 5.74 138.28 153.40 140.26 154.84
959 96.86 113.43 37.06 127.30 5.54 7.52 149.44 170.95 105.62 33.55 118.21 5.25 7.28 139.53 158.45 141.08 159.39
1020 83.53 126.77 36.15 115.46 6.72 7.59 158.30 175.65 117.91 31.86 107.94 6.30 7.10 147.29 162.43 149.50 163.90
1043 75.59 119.75 32.93 116.46 8.93 29.73 155.25 170.59 112.46 29.12 109.43 8.45 27.97 145.09 159.55 147.15 160.82
1037 62.48 123.41 32.09 118.24 7.56 33.09 155.66 172.77 115.08 28.25 110.43 7.28 29.00 145.04 160.81 151.71 165.31
AS 21.28 139.16 46.94 69.82 7.34 10.84 138.78 124.39 136.60 46.05 69.10 7.37 10.73 135.97 122.22 138.78 124.39

ratio is the performance of the attack on non-designated task tj versus the performance of the attack
that is actually designed to attack task j. This metric ranges from 0 to 1.

Figure 4: The relationship between the levels
of task sharing in multi-task models (x-axis)
and the attack transferability (z-axis). The
y-axis represents APGD variants SINGLE-X.

Figure 4 illustrates the relationship between the lev-
els of task sharing and attack transferability, show-
casing the results for six multi-task models attacked
by APGD SINGLE-X variants. The numerical ver-
sion of Figure 4 is given in Appendix Section D.3.
These models represent six levels of parameter shar-
ing, ranging from all-share (AS/5L), where all layers
of the backbone model (5L) are shared, to indepen-
dent models (IND/0L), where no layers are shared.
We observe a positive correlation between the degree
of task sharing and attack transferability across all
three SINGLE-X variants. As the level of task shar-
ing increases, attack transferability also increases,
from 0.08 to 0.15 (1.875×) for SINGLE-DEPT, 0.02
to 0.46 (23×) for SINGLE-SEGM, and 0.17 to 0.53
(3.12×) for SINGLE-NORM. These findings suggest
a trade-off in multi-task model design: While sharing
more parameters among related tasks can enhance
task accuracy, it also amplifies attack transferability,
thereby reducing model robustness, even when facing
single task attacks. This underlines the importance of
balancing accuracy and robustness in multi-task model design.

4.4 Attack on Adversarially Trained Multi-Task Models

Table 3: ARP of multi-task models trained with
and without adversarial training and attacked by
multi-task attacks. The multi-task attacks include
DGBA, SINGLE, and TOTAL with ε = 8, while the
adversarial training are the FAT version of them
with K = τ = 20.

Adv. Train Single-Segm Single-Norm Single-Dept Total DGBA

w/o AT 46.65 53.36 105.74 58.79 88.51
Single-Segm 14.67 6.60 16.70 19.41 19.92
Single-Norm 20.20 10.61 25.52 25.78 29.26
Single-Dept 16.60 8.41 14.12 18.48 20.31

Total 13.21 6.26 13.16 16.03 16.62
DGBA 13.58 5.97 12.76 15.98 16.64

RQ3.2: Does adversarial training increase
MTL model robustness to adversarial attacks?
A common single task strategy to defend against
adversarial attacks is to leverage adversarial
training [26, 5, 46]. This defense involves gen-
erating adversarial samples and using them as
part of the dataset during training. This typi-
cally results in reduced model performance on
clean inputs, but increased robustness to adver-
sarial attacks. To the best of our knowledge, no
existing work has dealt with the open question
of whether adversarial training can be applied
effectively to MTL models.

We adopt the single task Friendly Adversarial
Training (FAT) [46] to MTL. In order to apply this defense effectively to MTL, we modify the
underlying attack generation process during training to use adversarial examples created from the
DGBA attack as opposed to just single task adversarial examples. Our new defense is coined FAT
DGBA. We also train multi-task models using FAT with the naïve MTL attacks SINGLE and TOTAL.
The accuracy of the models after adversarial training are included in Appendix Section D.4.
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After adversarial training, we re-evaluate the multi-task attacks to assess both model robustness
and attack effectiveness. Table 3 reports the ARP of 30 cases, i.e., (without adversarial training
+ 5 adversarially trained models) × 5 attack methods. The notable reduction in ARP of attack
methods (for example from 105.74% to 12.76% ∼ 25.52% when attacking with SINGLE-DEPT)
demonstrates that models enhanced with adversarial training are substantially more robust than
the model without such training. Furthermore, DGBA is still the most effective attack method,
consistently outperforming the SINGLE-X and TOTAL baselines by up to 18.65%.

5 Conclusion

In this work, we make significant developments in multi-task learning (MTL) security through novel
attack design, empirical exploration with multi-task models and robustness analyses. We first analyzed
naïve adaptions of single task white-box attacks to the MTL domain and experimentally demonstrated
their ineffectiveness. We then developed a new framework, Dynamic Gradient Balancing Multi-task
Attack (DGBA), to effectively attack all tasks in multi-task models. On models trained on the NYUv2
and Tiny-Taskonomy datasets, DGBA achieves the highest overall average relative performance
(attack strength) and is the strongest attack on 7 out of 8 models for both datasets. We further analyzed
the adversarial transferability of MTL adversarial examples and discovered a new phenomenon: task
sharing can lead to increased adversarial transferability. Lastly, from the defense side, we adversarially
trained multi-task models in a new approach, which we coined FAT DGBA. However, DGBA is
still the most effective attack, even on these multi-task models, showcasing its effectiveness as a
benchmark for analyzing future MTL defenses. Through our extensive analyses, experimentation,
and attack and defense design, we advance the field of MTL adversarial machine learning.
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A Related Works

Adversarial Attacks. Adversarial attacks fall into two main categories: white-box and black-box
attacks [28]. In white-box attacks, an attacker has access to the target model’s internal information,
enabling direct gradient extraction and adversarial example generation [6]. In contrast, in black-
box attacks, an attacker has limited model knowledge and utilizes alternative information sources
[9, 49] to create adversarial examples. This paper focuses on white-box attacks as they are generally
more effective compared to black-box attacks [11, 41]. Many white-box attack techniques are
developed in recent years. Fast Gradient Sign Method (FGSM) [15] generates adversarial examples
by introducing non-random noise in the gradient direction of the loss function. Projected Gradient
Descent (PGD) [26] and Momentum Iterative Method (MIM) [12] improve FGSM by generating
adversarial samples in an iterative process. Later, Croce and Hein [11] proposed Auto Projected
Gradient Descent (APGD) with adaptive step size and combined it with two complementary attacks
[10, 2], developing the ensemble method APGD that outperforms existing methods on diverse
benchmark datasets. In addition to gradient-based strategies, alternative methods have emerged. For
instance, Backward Pass Differentiable Approximation (BPDA) [4] accommodates non-differentiable
functions, while the Carlini and Wagner (C&W ) attack [7] perturbs images with minimal delta to
misclassify them.

Multi-Task Learning. In Multi-Task Learning (MTL), researchers develop memory and
computation-efficient multi-task models that simultaneously address multiple tasks [35, 43]. The
main challenge lies in determining the parameters to share across tasks to optimize both resource
efficiency and task accuracy. This has led to an abundance of multi-task model architectures designed
either manually [19, 20, 13, 22, 33] or automatically [38, 48, 1, 16, 47]. This paper focuses on attack-
ing branched multi-task models, which are the most representative in the MTL literature. Besides,
branched multi-task models have a wide range of sharing patterns across tasks, facilitating the study
of the relationship between the robustness of multi-task models and their sharing patterns.

Robustness of Multi-Task Models. Few studies have examined model robustness under MTL
settings. A pioneering study [31] pointed out that the adversarial robustness of deep neural networks
increases as the number of tasks increases. Subsequent research [21, 14] further emphasizes the
significance of selecting suitable tasks for joint learning to create more robust models. While these
studies offer intriguing insights, they do not specifically propose adversarial attack methods for
multi-task models. Regarding attacks on multi-task models, MTA [17] tries to develop attacks in the
MTL setting, however, the generated adversarial samples are task-specific and thus fail to attack all
the tasks simultaneously.

B MTL Attack Optimization Approximation

The optimization problem we formulate for multi-task attack in Section 3 of the main paper is,

β∗ = max
β

∆L

= max
β

1

N

n∑
i=1

Li(x+ η · β, yi)− Li(x, yi)
Li(x, yi)

.
(14)

Here Li(x+ η · β, yi)− Li(x, yi) represents the model loss difference for task ti before and after
the attack.

As the problem is intractable, we make some approximations and reformulate it be an Integer Linear
Programming problem. To do so, we first apply the Taylor Expansion on Li(x + η · β, yi) in the
numerator of the objective function at the point of x.

Li(x+ η · β, yi)− Li(x, yi)

= Li(x, yi) + η · β · ∂Li(x, yi)
∂x

+ ξ − Li(x, yi)

≈ η · β · ∂Li(x, yi)
∂x

(15)

We ignore the remainder ξ because, in the context of adversary attacks, we have ‖η · β‖p ≤ ε,
indicating that the change η · β is sufficiently small.
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The proposed approximate optimization problem for multi-task attacks is thus formulated as follows:

β∗ = max
β

1

N

n∑
i=1

η · β · ∂Li(x, yi)
∂x

· 1

Li(x, yi)

s.t. ∀β(k) ∈ β : β(k) ∈ {−1, 1},

(16)

where 1
N and η are constants that can be ignored when solving the optimization problem. In practice,

β and ∂Li(x,yi)
∂x are two matrices with the same size as x, thus their product represents the dot product

of the corresponding vectorized matrices.

C Algorithm Pseudocode

As presented in Section 3 in the main paper, integrating DGBA with any existing attack can easily
be accomplished by substituting the single-task gradient, i.e., ∂L(x)

∂x , with the balanced multi-task
counterpart, i.e.,

∑n
i=1

∂Li(x,yi)
∂x · 1

Li(x,yi) . We provide pseudocode comparisons for APGD with and
without integrating DGBA in Algorithms 2 and 3. We color the difference in the two algorithms
in blue. To integrate DGBA in APGD, we first change the key part of code determining the attack
direction (lines 2 and 11) to the proposed balanced multi-task gradients. Then we further update the
objective function (lines 4 and 14) from the absolute loss value to the relative loss value sum over
all tasks to accommodate the multi-task setting. All the other code are kept the same as the original
APGD.

Algorithm 2 APGD

Input: x(0),L, η, α,Niter,W
Output: xmax
1: x(1) ← P (x(0) + η · sign(∇L(x(0))))
2: lmax ← max{L(x(0)),L(x(1))}
3: if lmax ≡ L(x(0)) then
4: xmax ← x(0)

5: else
6: xmax ← x(1)

7: end if
8: for k = 1 to Niter − 1 do
9: zk+1 ← P (x(k) + η · sign(∇L(x(k))))

10: xk+1 ← P (x(k)+α(zk+1−x(k))+(1−
α)(x(k) − x(k−1)))

11: if L(x(k+1)) > lmax then
12: xmax ← x(k+1)

13: lmax ← L(x(k+1))
14: end if
15: if k ∈W then
16: if Condition 1a or Condition 2b then
17: η ← η/2
18: x(k+1) ← xmax
19: end if
20: end if
21: end for

acounts in how many cases since the last check-
point the update step has been successful in increasing
the loss value. If this happened for at least 75% of the
total update steps, then the step size is kept.

bholds true if the step size was not reduced at the
last checkpoint and there has been no improvement
in the best found objective value since the last check-
point.

Algorithm 3 APGD-DGBA

Input: x(0), {yi}, {Li}, η, α,Niter,W
Output: xmax
1: li ← Li(x(0), yi),∀i = 1, · · · , n.
2: β∗ ← sign(

∑n
i
∂Li(x(0),yi)

∂x(0) · 1
Li(x(0),yi)

)

3: x(1) ← P (x(0) + η · β∗)
4: lmax ←

max{
∑n
i
Li(x(0))−li

li
,
∑n
i
Li(x(1))−li

li
}

5: if lmax ≡
∑n
i
Li(x(0))−li

li
then

6: xmax ← x(0)

7: else
8: xmax ← x(1)

9: end if
10: for k = 1 to Niter − 1 do
11: β∗ ← sign(

∑n
i
∂Li(x(k),yi)

∂x(k) · 1
Li(x(k),yi)

)

12: zk+1 ← P (x(k) + η · β∗)
13: xk+1 ← P (x(k)+α(zk+1−x(k))+(1−

α)(x(k) − x(k−1)))

14: if
∑n
i
Li(x(k+1))−li

li
> lmax then

15: xmax ← x(k+1)

16: lmax ←
∑n
i
Li(x(k+1))−li

li
17: end if
18: if k ∈W then
19: if Condition 1 or Condition 2 then
20: η ← η/2
21: x(k+1) ← xmax
22: end if
23: end if
24: end for
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D More Experimental Results

D.1 Evaluation Metrics of Each Task

Semantic segmentation is evaluated using mean Intersection over Union and Pixel Accuracy (mIoU
and Pixel Acc, the higher the better) in NYUv2. Surface normal prediction is evaluated using mean
and median angle distances between the prediction and the ground truth (the lower the better), and the
percentage of pixels whose prediction is within the angles of 11.25◦, 22.5◦ and 30◦ to the ground truth
(the higher the better). Depth estimation uses the absolute and relative errors between the prediction
and the ground truth (the lower the better). In addition, the percentage of pixels whose prediction is
within the thresholds of 1.25, 1.252, 1.253 to the ground truth, i.e. δ = max{ppredpgt

,
pgt
ppred

} < thr, is
used (the higher the better). Tiny-Taskonomy is evaluated using the task-specific loss of each task
directly.

D.2 DGBA and Naïve Multi-task Attack Performance

Figure 5 illustrates the attack performance on NYUv2 with MobileNetV2. To be consistent with the
main paper, we conduct the experiments using different variants of DGBA and the naïve multi-task
attacks. The x-axis represents the perturbation bound ε ranging from 1 to 15, while the y-axis
displays the overall Average Relative Performance (ARP, higher-the-better). It is evident that DGBA
consistently outperforms the baselines.

(a) FGSM (b) PGD (c) APGD (d) Auto-SAGE

Figure 5: Attack performance comparisons in terms of ARP averaged over 20 multi-task models
trained on NYUv2 with MobileNetV2. The naive attacks and DGBA variants are built on (a) FGSM,
(b) PGD, (c) APGD, and (d) Auto-SAGE. The perturbation bound ε ranges from 1 to 15.

We present the full tables of ARP after the attack of all 25 multi-task models for NYUv2 with
Deeplab-ResNet34 in Tables 4 and 5. Similarly, Tables 6 and 7 show the attack results for all 15
multi-task models for Tiny-Taskonomy. Overall, DGBA achieves 87% first place (87 out of 100
cases) on NYUv2 and 93.3% (56 out of 60) on Tiny-Taskonomy, demonstrating the effectiveness of
adversarial samples from DGBA.

D.3 MTL Adversarial Transferability

Table 8 reports the numerical results for Figure 4 in the main paper, including the results for six
multi-task models attacked by APGD SINGLE-X variants. These models represent six levels of
parameter sharing, ranging from all-share (AS/5L), where all five layers of the backbone model (5L)
are shared, to independent models (IND/0L), where no layers are shared. We observe a distinct trend
where the attack transferability decreases along with the reduction in levels of parameter sharing,
irrespective of the specific attack method utilized.

D.4 Attack on Adversarially Trained Multi-Task Models

As introduced in Section 4.4 in the main paper, we adopt the single task Friendly Adversarial Training
(FAT) [46] to the MTL context. Specifically, we modify the underlying adversarial samples generation
process to the multi-task attacks we investigated in this paper, including naive multi-task adaptations
SINGLE and TOTAL, and the proposed DGBA. The detailed adversarial training algorithm is described
in Algorithm 4, where for each mini-batch, we generate the adversarial samples with PGD-DGBA to
train the model.
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Table 4: ARP of all 25 multi-task models with diverse sharing patterns trained on NYUv2 and
attacked by FGSM and PGD variants with perturbation bound ε = 4. For brevity, the name of
SINGLE-X variants are simplified to the task name only. IND: independent, AS: all-shared.

Model
Index #Params (M) FGSM PGD

Segm Norm Dept Total SignTotal DGBA Segm Norm Dept Total SignTotal DGBA
IND 63.83 17.09 9.31 25.73 27.45 31.47 33.15 24.07 12.34 39.67 37.64 46.06 52.51
14 63.60 19.73 10.82 33.63 33.88 36.30 39.51 27.67 12.33 64.64 57.08 63.67 73.42
4 63.60 17.57 20.65 27.17 33.05 40.21 41.11 25.28 35.17 42.23 47.76 66.83 73.81
9 63.60 16.99 9.37 29.26 32.13 35.28 37.64 23.91 13.30 44.03 44.93 51.26 58.82
23 63.59 19.59 13.92 32.88 32.01 35.67 38.01 27.56 17.54 61.19 52.80 62.37 70.10
5 62.48 17.74 12.82 30.67 32.45 33.11 37.15 24.51 17.33 48.98 46.82 51.18 59.36
10 62.48 21.43 10.35 34.04 30.76 35.13 37.51 31.32 13.71 73.02 50.90 64.28 73.08
28 62.47 20.33 20.16 33.82 35.17 39.46 41.95 27.68 35.74 63.97 56.20 73.24 80.54
35 62.25 20.25 18.54 30.89 30.84 34.10 37.00 27.91 29.93 58.75 50.02 64.14 71.00
38 62.25 19.56 15.72 33.75 31.01 34.50 37.92 29.23 22.82 74.39 54.53 66.51 76.85
41 61.13 21.00 19.33 34.84 32.15 36.69 39.67 31.10 32.23 75.81 54.53 71.75 79.93
11 55.66 22.12 10.87 33.89 30.51 33.73 36.88 31.73 12.76 70.28 47.48 60.24 68.96
21 55.65 18.96 15.58 34.51 34.17 34.54 39.08 26.53 23.81 56.20 50.44 56.26 64.85
33 55.43 21.55 18.91 31.83 29.54 34.62 37.13 31.01 28.48 72.41 47.68 66.77 74.71
36 55.43 21.64 21.18 33.84 34.08 36.15 39.67 29.49 32.03 62.09 54.67 67.51 74.64
39 55.43 19.99 16.21 31.60 30.32 31.06 35.11 27.57 24.14 62.35 50.84 57.22 66.48
44 54.32 20.61 19.00 34.79 30.57 35.03 38.05 33.02 30.36 76.81 52.04 69.01 76.70
42 54.32 20.61 20.92 32.00 30.52 34.49 37.13 30.17 36.93 66.13 49.23 66.79 73.41
48 47.50 22.34 20.88 33.26 29.65 33.05 35.71 32.75 33.81 70.45 48.91 65.49 71.34
26 42.54 19.16 17.23 32.22 33.51 35.20 38.65 28.21 32.11 58.06 54.17 63.98 71.52
17 42.54 19.70 17.81 34.21 35.10 34.35 39.69 26.89 28.06 57.05 52.25 56.21 65.35
34 42.32 22.45 15.94 30.89 28.23 31.25 33.59 33.91 21.11 64.29 44.38 57.97 63.58
43 41.21 22.92 19.65 34.96 30.41 34.54 37.20 35.07 30.38 78.53 49.62 68.22 74.39
49 34.39 22.75 21.15 35.46 30.18 34.34 36.90 37.63 43.02 86.58 51.52 73.98 81.24
AS 21.28 24.21 20.95 35.75 30.65 33.22 35.97 37.80 37.87 78.58 49.49 64.36 69.60

Table 5: ARP of all 25 multi-task models similar as Table 4. The attack methods are APGD and
Auto-SAGE variants.

Model
Index #Params (M) APGD Auto-SAGE

Segm Norm Dept Total SignTotal DGBA Baseline DGBA
IND 63.83 27.16 15.28 48.07 43.27 46.68 62.72 50.60 63.78
14 63.60 31.53 15.75 77.52 65.34 64.94 86.42 80.49 88.43
4 63.60 28.65 41.38 51.30 54.93 67.88 88.39 66.46 87.21
9 63.60 27.10 17.16 52.03 51.10 51.84 69.28 58.22 70.20

23 63.59 31.31 21.70 74.76 59.86 63.49 83.53 78.71 85.70
5 62.48 27.91 21.99 59.31 54.01 51.87 70.46 62.59 71.73

10 62.48 35.73 17.45 91.60 57.20 65.46 88.04 81.73 92.48
28 62.47 31.55 43.78 80.85 65.45 74.95 98.42 84.99 97.51
35 62.25 32.18 37.56 72.78 57.23 65.31 85.37 74.98 85.89
38 62.25 34.16 28.68 92.92 63.05 68.05 94.19 92.69 99.99
41 61.13 35.40 40.66 93.92 62.34 73.43 96.80 86.64 100.73
11 55.66 36.47 16.01 87.30 53.81 61.46 83.26 80.89 88.73
21 55.65 29.81 32.22 68.68 57.18 57.15 76.41 69.18 78.34
33 55.43 35.83 35.63 90.57 54.05 68.32 92.08 83.96 96.00
36 55.43 33.51 39.54 77.22 61.78 68.97 88.82 80.06 89.48
39 55.43 31.24 29.83 78.41 58.07 58.41 79.38 78.94 83.61
44 54.32 38.22 37.76 97.08 58.90 67.84 94.07 90.86 98.39
42 54.32 34.23 45.68 84.02 55.78 68.21 88.75 80.95 89.80
48 47.50 37.40 43.53 86.64 54.54 64.54 85.45 81.61 89.60
26 42.54 32.45 41.99 71.78 62.53 65.45 86.41 77.90 87.52
17 42.54 30.39 34.78 68.70 58.85 57.18 76.24 74.42 79.05
34 42.32 38.77 25.92 79.02 49.26 59.24 75.29 70.50 79.46
43 41.21 40.38 39.16 99.14 54.95 67.08 90.60 88.50 97.06
49 34.39 41.65 51.01 103.47 55.19 70.24 94.25 91.96 99.57
AS 21.28 44.80 49.65 99.32 56.27 66.05 84.44 79.27 91.01

Algorithm 4 FAT-DGBA

Input: network fθ , training dataset S = {(xj , {yji }
n
i=1)}

Output: adversarially robust multi-task model
1: for epoch = 1, · · · , T do
2: for mini-batch = 1, · · · ,M do
3: Sample a mini-batch {(xj , {yji })} from S

4: for j = 1, · · · , b do
5: Obtain adversarial data x̂j of xj by PGD-

DGBA
6: end for
7: end for
8: Update model θ with the adversarial samples
9: end for

Table 10 reports the accuracy of multi-task mod-
els trained on NYUv2 with adversarial training. It
includes metrics for all tasks and the performance
degradation (shown in columns containing ARP). We
employ PGD-based naive multi-task attacks SINGLE-
X and Total as well as DGBA with ε = 8 to gen-
erate different adversarial data. It can be seen that
after adversarial training, the average accuracy of the
multi-task model is dropped by 13.75% ∼ 16.53%
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Table 6: ARP of all 15 multi-task models with diverse sharing patterns trained on Tiny-Taskonomy
and attacked by FGSM and PGD variants with perturbation bound ε = 4. For brevity, the name of
SINGLE-X variants are simplified to the task name only. IND: independent, AS: all-shared.

Model
Index #Params (M) FGSM PGD

Segm Norm Dept Keyp Edge Total DGBA Segm Norm Dept Keyp Edge Total DGBA
IND 106.38 66.78 7.88 41.82 3.91 3.76 73.20 79.15 153.94 16.57 94.23 5.47 4.40 178.51 179.32
190 105.03 53.91 11.82 34.50 5.91 6.65 56.94 58.89 105.63 37.71 116.13 6.74 6.36 141.97 157.73
348 105.02 53.04 12.33 40.33 6.35 5.90 59.07 64.92 115.81 38.49 120.48 9.71 6.22 153.14 166.49
200 104.81 53.40 11.13 36.40 5.03 6.38 56.96 61.64 104.28 36.37 113.03 5.74 7.49 140.94 155.51
352 104.80 51.95 11.90 35.91 6.08 5.80 55.51 59.68 102.05 36.28 116.72 8.21 5.88 138.80 156.63
469 104.57 53.07 12.95 40.12 9.45 7.10 58.58 64.07 105.87 37.13 122.31 16.36 9.68 144.30 160.39
358 103.68 53.60 12.46 36.65 6.14 5.72 56.95 60.86 107.96 38.20 123.47 8.41 6.16 148.42 164.93
481 103.46 57.14 13.82 37.24 11.58 7.93 60.54 65.79 121.96 36.53 125.33 21.67 14.79 158.55 175.44
191 98.21 51.06 11.31 33.85 4.79 5.30 54.51 56.15 101.20 41.67 121.75 5.97 5.29 136.27 151.80
959 96.86 51.77 12.40 37.55 8.17 8.17 59.28 63.09 113.43 37.06 127.30 5.54 7.52 149.44 170.95
958 83.75 56.76 11.56 38.07 8.34 6.16 63.94 66.90 116.17 37.81 132.04 6.21 5.85 153.90 177.06
1020 83.53 57.77 11.82 37.90 8.13 6.36 64.77 68.43 126.77 36.15 115.46 6.72 7.59 158.30 175.65
1043 75.59 59.98 11.12 40.90 8.55 12.49 67.54 73.56 119.75 32.93 116.46 8.93 29.73 155.25 170.59
1037 62.48 55.33 12.16 36.44 8.69 8.28 61.76 66.87 123.41 32.09 118.24 7.56 33.09 155.66 172.77
AS 21.28 59.65 26.28 36.46 8.89 8.81 59.55 59.14 139.16 46.94 69.82 7.34 10.84 138.78 124.39

Table 7: ARP of all 15 multi-task models similar as Table 6. The attack methods are APGD and
Auto-SAGE variants.

Model Index #Params (M) APGD Auto-SAGE
Segm Norm Dept Keyp Edge Total DGBA Baseline DGBA

IND 106.38 150.34 16.32 93.49 5.40 4.33 175.00 175.98 178.51 179.32
190 105.03 98.82 33.70 109.26 6.39 6.12 132.72 146.86 134.60 147.75
348 105.02 107.45 34.00 112.95 9.31 5.93 142.54 154.78 144.55 155.85
200 104.81 97.78 32.08 105.60 5.39 7.20 131.47 145.08 133.21 145.95
352 104.80 95.66 32.25 109.25 7.75 5.62 129.44 145.90 131.41 147.07
469 104.57 98.82 33.00 113.63 15.70 9.14 134.73 149.15 136.58 150.36
358 103.68 100.97 34.09 115.14 7.88 5.74 138.28 153.40 140.26 154.84
481 103.46 113.34 32.11 116.28 20.99 12.67 147.42 162.81 149.73 164.18
191 98.21 94.75 37.13 113.48 5.59 5.13 127.89 141.74 129.68 142.58
959 96.86 105.62 33.55 118.21 5.25 7.28 139.53 158.45 141.08 159.39
958 83.75 108.44 33.77 122.67 5.97 5.76 143.50 163.92 145.27 164.72

1020 83.53 117.91 31.86 107.94 6.30 7.10 147.29 162.43 149.50 163.90
1043 75.59 112.46 29.12 109.43 8.45 27.97 145.09 159.55 147.15 160.82
1037 62.48 115.08 28.25 110.43 7.28 29.00 145.04 160.81 151.71 165.31
AS 21.28 136.60 46.05 69.10 7.37 10.73 135.97 122.22 138.78 124.39

compared with training with clean data only (the “w/o
AT” row).

The same phenomenon of the decreased model accuracy and the increased model robustness can
also be observed in Tables 9 and 11, where FGSM-based multi-task attack variants are utilized
when generating adversarial samples in adversarial training. We first observe a 3.58% ∼ 5.54%
accuracy drop with adversarial training from Table 11, namely the decreased model performance.
Then we observe increased model robustness after adversarial training from the lower ARP after
attacking reported in Table 9. For instance, when attacked by DGBA, ARP decreased from 39.40%
to 9.65% ∼ 17.09%. Furthermore, DGBA is still the most effective attack method, consistently
outperforming the SINGLE-X and TOTAL baselines by up to 6.87%.

Table 8: The numerical results for the attack
transferability of six multi-task models with var-
ious levels of parameter sharing attacked by
APGD SINGLE-X variants.

Single-Segm Single-Norm Single-Dept

AS/5L 0.46 0.53 0.15
4L 0.26 0.45 0.15
3L 0.22 0.33 0.12
2L 0.16 0.28 0.09
1L 0.12 0.31 0.08

IND/0L 0.02 0.17 0.1

Table 9: ARP of multi-task models trained with
and without FAT in Table 11 and attacked by
multi-task attacks including FGSM variants of
DGBA, SINGLE, and TOTAL with ε = 8.

Adv. Train Single-Segm Single-Norm Single-Dept Total DGBA

w/o AT 29.50 28.31 38.91 34.71 39.40
Single-Segm 6.49 5.03 7.20 7.95 8.83
Single-Norm 12.56 10.22 14.67 14.97 17.09
Single-Dept 10.75 8.98 11.59 12.51 13.91

Total 7.39 5.62 8.04 8.79 9.65
DGBA 8.64 6.94 10.35 10.57 11.91
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Table 10: The accuracy of six multi-task models with and without adversarial training on NYUv2.
The adversarial samples are generated by five PGD-based adversarial attack methods with ε = 8.

Adv. Train
Semantic Seg. Surface Normal Prediction Depth Estimation

ARPmIoU ↑ Pixel
Acc ↑ ARP t1

Error ↓ θ, within ↑ ARP t2
Error ↓ σ, within ↑ ARP t3Mean Median 11.25◦ 22.5◦ 30◦ Abs. Rel. 1.25 1.252 1.253

w/o AT 25.88 58.05 - 17.28 15.11 36.45 71.32 84.91 - 0.55 0.21 64.61 89.95 97.39 - -
Single-Segm 14.53 46.89 31.54 17.59 16.18 29.37 73.14 87.22 4.60 0.68 0.25 53.84 83.77 95.00 13.46 16.53
Single-Norm 17.22 48.22 25.20 17.96 16.07 27.33 74.48 87.42 5.58 0.66 0.26 56.18 84.59 95.16 12.30 14.36
Single-Dept 18.10 49.33 22.54 17.72 16.06 30.74 72.32 86.66 4.20 0.66 0.28 55.82 83.80 94.67 14.51 13.75

Total 14.99 47.50 30.13 17.72 15.99 30.26 72.98 86.55 4.21 0.66 0.28 56.23 84.16 94.74 13.86 16.07
DGBA 15.67 47.67 28.67 17.54 15.93 29.93 74.11 87.18 3.64 0.67 0.28 55.46 83.40 94.39 15.64 15.98

Table 11: The accuracy of the adversarially trained multi-task models similar to Table 10. The
underlying adversarial sample generation methods are changed to FGSM variants in adversarial
training.

Adv. Train
Semantic Seg. Surface Normal Prediction Depth Estimation

ARPmIoU ↑ Pixel
Acc ↑ ARP t1

Error ↓ θ, within ↑ ARP t2
Error ↓ σ, within ↑ ARP t3Mean Median 11.25◦ 22.5◦ 30◦ Abs. Rel. 1.25 1.252 1.253

w/o AT 25.88 58.05 - 17.28 15.11 36.45 71.32 84.91 - 0.55 0.21 64.61 89.95 97.39 - -
Single-Segm 22.99 55.72 7.59 18.11 15.49 36.36 68.22 81.60 3.15 0.59 0.25 61.23 88.08 96.51 5.88 5.54
Single-Norm 23.22 56.66 6.34 17.53 14.85 38.18 70.32 83.15 0.32 0.58 0.24 61.62 88.58 96.80 4.74 3.58
Single-Dept 23.41 55.53 6.94 17.80 15.12 36.90 69.86 82.77 1.27 0.58 0.24 62.16 88.70 96.77 4.17 4.13

Total 23.00 55.42 7.83 17.66 14.91 37.83 70.06 82.75 0.27 0.60 0.25 60.54 88.03 96.55 6.43 4.84
DGBA 23.36 56.12 6.53 18.03 15.27 37.07 68.78 81.66 2.22 0.59 0.25 60.57 88.04 96.54 6.30 5.02

D.5 Different Multi-Task Architectures with Model Index

We show the effectiveness of the proposed multi-task attack DGBA by conducting attack experiments
on multi-task models with different sharing levels in the main paper. Tables 12 and 13 present
the model structures in the Layout format proposed by TreeMTL [48]. A layout is a symbolized
representation of a tree-structured multi-task architecture. For T tasks and a backbone model with B
branching points, a layout L = [L1, L2, · · · , LB ], where Li is a list of task sets at the i-th branching
point. Task sets in Li = [L1

i , L
2
i , · · · ] are subsets of tasks T and a task set Lpi means the set of tasks

in Lpi sharing the i-th block.

Table 12: The model structures (layouts) of multi-task models for NYUv2 with Deeplab-ResNet34.
IND: independent, AS: all-shared.

Model Index #Params (M) Layout

IND 63.83 [[{0}, {2}, {1}], [{0}, {2}, {1}], [{0}, {2}, {1}], [{0}, {2}, {1}], [{0}, {2}, {1}]]
9 63.6 [[{1}, {0, 2}], [{1}, {0, 2}], [{1}, {2}, {0}], [{1}, {2}, {0}], [{1}, {2}, {0}]]
14 63.6 [[{2}, {0, 1}], [{2}, {0, 1}], [{2}, {1}, {0}], [{2}, {1}, {0}], [{2}, {1}, {0}]]
4 63.6 [[{1, 2}, {0}], [{1, 2}, {0}], [{0}, {2}, {1}], [{0}, {2}, {1}], [{0}, {2}, {1}]]
23 63.59 [[{0, 1, 2}], [{1}, {0, 2}], [{1}, {2}, {0}], [{1}, {2}, {0}], [{1}, {2}, {0}]]
10 62.48 [[{1}, {0, 2}], [{1}, {0, 2}], [{1}, {0, 2}], [{1}, {2}, {0}], [{1}, {2}, {0}]]
5 62.48 [[{1, 2}, {0}], [{1, 2}, {0}], [{1, 2}, {0}], [{0}, {2}, {1}], [{0}, {2}, {1}]]
28 62.47 [[{0, 1, 2}], [{2}, {0, 1}], [{2}, {0, 1}], [{2}, {1}, {0}], [{2}, {1}, {0}]]
38 62.25 [[{0, 1, 2}], [{0, 1, 2}], [{2}, {0, 1}], [{2}, {1}, {0}], [{2}, {1}, {0}]]
41 61.13 [[{0, 1, 2}], [{0, 1, 2}], [{0, 1, 2}], [{0}, {2}, {1}], [{0}, {2}, {1}]]
33 55.43 [[{0, 1, 2}], [{0, 1, 2}], [{1, 2}, {0}], [{1, 2}, {0}], [{0}, {2}, {1}]]
39 55.43 [[{0, 1, 2}], [{0, 1, 2}], [{2}, {0, 1}], [{2}, {0, 1}], [{2}, {1}, {0}]]
42 54.32 [[{0, 1, 2}], [{0, 1, 2}], [{0, 1, 2}], [{1, 2}, {0}], [{0}, {2}, {1}]]
44 54.32 [[{0, 1, 2}], [{0, 1, 2}], [{0, 1, 2}], [{1}, {0, 2}], [{1}, {2}, {0}]]
48 47.5 [[{0, 1, 2}], [{0, 1, 2}], [{0, 1, 2}], [{0, 1, 2}], [{0}, {2}, {1}]]
26 42.54 [[{0, 1, 2}], [{2}, {0, 1}], [{2}, {0, 1}], [{2}, {0, 1}], [{2}, {0, 1}]]
17 42.54 [[{0, 1, 2}], [{1, 2}, {0}], [{1, 2}, {0}], [{1, 2}, {0}], [{1, 2}, {0}]]
34 42.32 [[{0, 1, 2}], [{0, 1, 2}], [{1}, {0, 2}], [{1}, {0, 2}], [{1}, {0, 2}]]
43 41.21 [[{0, 1, 2}], [{0, 1, 2}], [{0, 1, 2}], [{1}, {0, 2}], [{1}, {0, 2}]]
49 34.39 [[{0, 1, 2}], [{0, 1, 2}], [{0, 1, 2}], [{0, 1, 2}], [{1}, {0, 2}]]
AS 21.28 [[{0, 1, 2}], [{0, 1, 2}], [{0, 1, 2}], [{0, 1, 2}], [{0, 1, 2}]]

E Broader Impact Statement and Limitation.

Our research focuses on the model robustness of multi-task models which become increasingly
adopted in areas such as computer vision, natural language processing, and autonomous systems.
Particularly, our results have significant implications for the development, deployment, and security
of multi-task models. The novel adversarial attack strategy developed in this paper provides important
insights into the potential weaknesses of these models and offers a new tool for testing their robustness.
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Table 13: The model structures (layouts) of multi-task models for Tiny-Taskonomy with Deeplab-
ResNet34. IND: independent, AS: all-shared.

Model
Index

#Params
(M) Layout

IND 106.38 [[{0}, {1}, {2}, {4}, {3}], [{0}, {1}, {2}, {4}, {3}], [{0}, {1}, {2}, {4}, {3}], [{0}, {1}, {2}, {4}, {3}], [{0}, {1}, {2}, {4}, {3}]]
190 105.03 [[{0}, {3}, {1, 2, 4}], [{0}, {3}, {4}, {1, 2}], [{0}, {3}, {4}, {1, 2}], [{0}, {3}, {4}, {2}, {1}], [{0}, {3}, {4}, {2}, {1}]]
348 105.02 [[{1, 2, 3, 4}, {0}], [{0}, {1, 2}, {4}, {3}], [{0}, {1, 2}, {4}, {3}], [{0}, {4}, {3}, {2}, {1}], [{0}, {4}, {3}, {2}, {1}]]
200 104.81 [[{0}, {3}, {1, 2, 4}], [{0}, {3}, {1, 2, 4}], [{0}, {3}, {4}, {1, 2}], [{0}, {3}, {4}, {2}, {1}], [{0}, {3}, {4}, {2}, {1}]]
469 104.57 [[{1, 2, 3, 4}, {0}], [{1, 2, 3, 4}, {0}], [{0}, {1, 2}, {4}, {3}], [{0}, {4}, {3}, {2}, {1}], [{0}, {4}, {3}, {2}, {1}]]
358 103.68 [[{1, 2, 3, 4}, {0}], [{0}, {3, 4}, {1, 2}], [{0}, {3, 4}, {1, 2}], [{0}, {4}, {3}, {2}, {1}], [{0}, {4}, {3}, {2}, {1}]]
481 103.46 [[{1, 2, 3, 4}, {0}], [{1, 2, 3, 4}, {0}], [{0}, {3}, {1, 2, 4}], [{0}, {3}, {1}, {4}, {2}], [{0}, {3}, {1}, {4}, {2}]]
191 98.21 [[{0}, {3}, {1, 2, 4}], [{0}, {3}, {4}, {1, 2}], [{0}, {3}, {4}, {1, 2}], [{0}, {3}, {4}, {1, 2}], [{0}, {3}, {4}, {2}, {1}]]
959 96.86 [[{1, 2, 4}, {0, 3}], [{0, 3}, {4}, {1, 2}], [{0, 3}, {4}, {1, 2}], [{0, 3}, {4}, {2}, {1}], [{4}, {2}, {1}, {3}, {0}]]
958 83.75 [[{1, 2, 4}, {0, 3}], [{0, 3}, {4}, {1, 2}], [{0, 3}, {4}, {1, 2}], [{0, 3}, {4}, {2}, {1}], [{0, 3}, {4}, {2}, {1}]]

1020 83.53 [[{1, 2, 4}, {0, 3}], [{1, 2, 4}, {0, 3}], [{0, 3}, {4}, {1, 2}], [{0, 3}, {4}, {2}, {1}], [{0, 3}, {4}, {2}, {1}]]
1043 75.59 [[{1, 2, 4}, {0, 3}], [{1, 2, 4}, {0, 3}], [{1, 2, 4}, {0, 3}], [{0, 3}, {2, 4}, {1}], [{2, 4}, {1}, {3}, {0}]]
1037 62.48 [[{1, 2, 4}, {0, 3}], [{1, 2, 4}, {0, 3}], [{1, 2, 4}, {0, 3}], [{0, 3}, {2, 4}, {1}], [{0, 3}, {2, 4}, {1}]]
AS 21.28 [[{0, 1, 2, 3, 4}], [{0, 1, 2, 3, 4}], [{0, 1, 2, 3, 4}], [{0, 1, 2, 3, 4}], [{0, 1, 2, 3, 4}]]

Moreover, our findings regarding the trade-off between task accuracy and model robustness underscore
the importance of carefully considering these factors when designing multi-task models. It highlights
the need for further research into strategies for balancing these considerations, potentially informing
the development of more effective and secure multi-task learning systems.

Limitation. It is important to note that the balanced gradients in DGBA requires the target model to
perform n back-propagation operations (where n is the number of tasks) in order to obtain each task’s
gradient and loss value separately. As a result, generating adversarial examples using DGBA takes
more time compared to attacking with TOTAL and SINGLE-X who need only one back-propagation
during adversarial examples generation.
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