MOBILE COMMUNICATIONS AND NETWORKS

Digital-Twin-Enabled 6G: Vision, Architectural

Enabling Io applications over 66
requires a new framework that
can be used to manage, operate,
and optimize the 66 wireless
system and its underlying loE
services.

Digital Object Identifier:
10.1109/MCOM.001.21143

Trends, and Future Directions

Latif U. Khan, Walid Saad, Dusit Niyato, Zhu Han, and Choong Seon Hong

ABSTRACT

Internet of Everything (IoE) applications such as
haptics, human-computer interaction, and extend-
ed reality, using the sixth-generation (6G) of wire-
less systems have diverse requirements in terms of
latency, reliability, data rate, and user-defined per-
formance metrics. Therefore, enabling loE applica-
tions over 6G requires a new framework that can
be used to manage, operate, and optimize the 6G
wireless system and its underlying IoE services.
Such a new framework for 6G can be based on
digital twins. Digital twins use a virtual represen-
tation of the 6G physical system along with the
associated algorithms (e.g., machine learning,
optimization), communication technologies (e.g.,
millimeter-wave and terahertz communication),
computing systems (e.g., edge computing and
cloud computing), as well as privacy and securi-
ty-related technologists (e.g., blockchain). First, we
present the key design requirements for enabling
6G through the use of a digital twin. Next, the
architectural components and trends such as
edge-based twins, cloud-based-twins, and edge-
cloud-based twins are presented. Furthermore,
we provide a comparative description of various
twins. Finally, we outline and recommend guide-
lines for several future research directions.

INTRODUCTION

The wireless research landscape is rapidly evolv-
ing to cater for emerging Internet of Everything
(loE) applications such as extended reality (XR),
haptics, brain-computer interaction, and flying
vehicles [1]. To meet the diverse requirements
(e.g., latency, reliability, and quality-of-experience)
of these loE applications, the sixth generation
(6G) of wireless systems must possess several key
properties [2-4]:

* Self-sustaining wireless systems: 6G systems
will rely on a ubiquitous, intelligent, and
seamless connectivity for a massive num-
ber of devices to offer novel IoE services.
These services require true adaptation to the
dynamically changing environment and opti-
mization of scarce computation and commu-
nication resources. Therefore, to enable loE
services using 6G, there is a need to propose
self-sustaining wireless systems. Such self-sus-
taining systems can jointly perform efficient
network functions adaptation and resource

optimization, using emerging techniques in

the fields of machine learning (ML), optimi-

zation theory, game theory, and matching

theory, among others, to autonomously (i.e.,

minimum possible assistance from users/

network operators) maintain 6G key perfor-

mance indicator [2].

* Proactive-online-learning-based wireless sys-
tems: 6G-based IoE applications must meet
highly dynamic and extreme requirements
in terms of latency, reliability, data rate, and
user-defined performance metrics. To meet
these highly dynamic requirements, 6G will
use high frequency bands (e.g., millimeter
wave, sub-terahertz, and terahertz), emerging
computing technologies (e.g., cloud and edge
computing), and security related technolo-
gies (e.g., blockchain), among others. There-
fore, to successfully enable interaction among
these technologies, one cannot rely on classi-
cal offline learning systems, but, instead, there
is a need for online solutions that can proac-
tively adapt to the 6G system dynamics.

To efficiently enable the aforementioned prop-
erties of 6G wireless systems, we can explore the
concept of a digital twin. A digital twin is a virtu-
al representation of the elements and dynamics
of a physical system (e.g., see [5] and [6]). Note
that digital twin for 6G can be used to emulate a
single entity/function (e.g., loE device, edge serv-
er), single IoE service (i.e., XR-based healthcare),
and multiple IoE services (e.g., healthcare, indus-
try 4.0). Digital twin uses ML, data analytics, and
multi-physics simulation to study the dynamics of
a given system. Digital twins can be categorized
into: monitoring digital twin, simulation digital
twin, and operational digital twin. A monitoring
twin supports monitoring the status of a physical
system (e.g., autonomous car dashboard), where-
as a simulation twin uses various simulation tools
and ML schemes to provide insights about future
states. Meanwhile, an operational twin enables
system operators to interact with a cyber-physi-
cal system and perform different actions in addi-
tion to analysis and system design. Several works
considered digital twins for enabling Industry 4.0
[5-71. In [5], the authors devised a taxonomy of
blockchain in enabling digital twins. Meanwhile,
the authors in [6] reviewed digital twins for Indus-
try 4.0, whereas the work in [7] proposed digital
twin architecture for Industry 4.0. On the other
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FIGURE 1. a) key design requirements; b) benefits for twins-based architecture.

hand, the work in [8] proposed the use of digital
twin for 5G. In contrast to [5-8], we explore the
role of the digital twin in enabling 6G wireless sys-
tems. To design 6G systems, an operational dig-
ital twin allows us to enable efficient interaction
among various players of 6G. This is not possible
without such an operational twin because other
twins (e.g., simulation and monitoring twins) can
only enable us to monitor or analyze the cyber
physical system without controlling the system in
real time. As such, our focus will be on the use of
an operational digital twin for 6G. Unless stated
otherwise, hereinafter, the term digital twin refers
to the operational twin. Our main contributions
are as follows:

+ We present the key design requirements
to realize the vision of digital-twin-enabled
6G systems. These requirements are decou-
pling, scalable intelligent analytics, block-
chain-based data management as well as
scalability and reliability.

+ We propose an architecture for digi-
tal-twin-enabled 6G and present its various
trends based on deployment fashion of twins.

« Finally, we provide an outlook on future
research directions.

KEY DESIGN REQUIREMENTS

DECOUPLING

The transformation of a physical system into a
digital twin is primarily based on decoupling that
refers to management/operation of twins inde-
pendent (i.e., for generality) of the underlying
physical system, as shown in Fig. 1a. Decoupling
in digital-enabled 6G can be mainly performed
using information decoupling that allows the
transformation of physical system information
(i.e., system state) into a homogenized digital
representation. A 6G physical interaction space

consists of base stations (BSs), intelligent reflect-
ing surfaces, smart devices/sensors, and edge/
cloud servers. Next to data homogenization, it
is necessary to effectively decouple the system
functions (i.e., mobility management, resource
allocation, edge caching, and so on) from hard-
ware to software for flexible operation. The
decoupling of system functions will allow us to
make the digital twin-based system operate effi-
ciently and adaptively as per the network dynam-
ics. Examples of such 6G functions are link
adaptation and mobility management. To enable
digital twin for 6G with function decoupling,
software-defined networking (SDN) and network
function virtualization (NFV) can be the promis-
ing candidates. SDN offers separation between
control plane and data plane, whereas NFV
offers system cost-efficient implementation of
various network functions using virtual machines
running on generic hardware. Although SDN
and NFV are key enablers of classical network
slicing, digital-twins-enabled 6G is different. For
instance, digital twin-enabled 6G will use a dig-
ital representation of the physical system. Addi-
tionally, it will use ML to proactively analyze and
model various system functions. These trained
models will be stored in a blockchain network
for further use (will be discussed in more detail
later. Overall, the digital twin-based 6G system
can be seen as a complex concept that performs
offline analysis (e.g., proactive analytics, such
as data analytics and pre-training of twin mod-
els, using blockchain-stored data) and real-time
control. However, network slicing will enable
real-time resource management in response to
the end-users requests. Therefore, a digital twin-
based 6G system will use network slicing in addi-
tion to other technologies (e.g., data decoupling,
interfacing, blockchain, proactive analytics, opti-
mization) for efficient control.
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application in case of failure of twin objects.

TABLE 1. Comparison of edge-based, cloud-based, and edge-cloud-based twins.

edge-based twins)

SCALABLE INTELLIGENT ANALYTICS

6G must sustain heterogeneous system require-
ments, network structures, and hardware archi-
tectures. Therefore, digital-twin-enabled 6G
wireless systems should be based primarily on
effective ML schemes for large datasets [3].
However, training twin models for large data-
sets faces many challenges, such as the need to
deal with a complex ML model of large size and
the high computing power needed for training.
For instance, shallow neural networks can have
better scalability in terms of computing power
for training large datasets, but their performance
will degrade for highly dynamic scenarios (e.g.,
for mobility management, resource allocation,
and edge caching). Although one can consid-
er a deep learning-based twin model for highly
dynamic scenarios with large datasets, training
of a deep learning-based twin model at a cen-
tralized location might not be feasible due to
a high training time. Moreover, the inference
will also be slow for large datasets. To address
these challenges, we can use distributed deep
learning-based twin models. In distributed deep
learning models, multiple models can be trained
at various locations to reduce the model train-
ing time. After the computation of multiple twin
models at different locations, all the trained twin
models are combined at a centralized location.
This process continues in an iterative manner
until convergence. Generally, twin model com-
puting time and communication time have an
inverse relationship: When the number of dis-
tributed machines is increased, the model com-
puting time decreases while the communication
time increases. However, there is some satura-
tion point, beyond which the training cost (i.e.,
the sum of computation time and communica-
tion time) shows no significant change for an
increase in the number of machines [9]. There-
fore, we must define new scalable ML schemes
to overcome this limitation. Federated learning
(FL) with sparsification can be a promising solu-
tion to enable scalable, distributed ML-based
twin model [10]. Sparsification-enabled FL sends

only the important values of a full gradient, and
thus further reduces the communication over-
head. Although sparsification-enabled FL reduces
communication resources consumption, it will
result in a loss of global accuracy. Therefore, a
trade-off must be made between communica-
tion resources consumption and global accura-
cy. Furthermore, FL has robustness issues due
to its dependency on a single centralized server
for global model computation. The centralized
aggregation server might fails due to an attack
or physical damage. To address this limitation,
we can use dispersed FL based on distributed
aggregations without relying on centralized glob-
al aggregation [10].

BLOCKCHAIN-BASED DATA MANAGEMENT

Digital-twin-enabled 6G will be based mostly on
decentralized network architectures using ML
to offer IoE services. To manage the decentral-
ized datasets in a transparent and immutable
manner, blockchain is a promising candidate.
There are two goals for using blockchain in a
digital twin-enabled 6G network: storing pre-
trained models, and immutable, decentralized
management of training data for ML models.
The twins pre-trained ML models for various sce-
narios can be used by a twin-based architecture
to enable real-time services. It can additional-
ly be assisting further training on newly added
data for performance improvement in terms of
learning accuracy and reduced training time. For
example, a blockchain can be used to store pre-
trained models for medical imaging applications
developed by different hospitals and healthcare
centers. To run a blockchain consensus algo-
rithm, edge servers can be used as miners in
6G. Although blockchain can offer several ben-
efits, it has a few challenges. These challenges
are scalability, the high latency associated with
a blockchain consensus algorithm, high-energy
consumption, and privacy issues [5]. In 6G, there
will be a large number of IoE devices and miners
that will suffer from scalability issues for a block-
chain-based architecture. Generally, the speed
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of a blockchain transaction decreases when the
number of nodes. Therefore, we must resolve
this bottleneck to enable the use of a blockchain
for digital twin-based 6G. Additionally, block-
chain consensus algorithms will use significant
energy and suffer from high latency. To efficient-
ly operate digital-twin-enabled 6G, we must pro-
pose blockchain consensus algorithms that will
offer low-latency (e.g., Byzantine fault tolerance)
and low energy (e.g., delegated proof of stake)
compared to Proof of Work.

SCALABILITY AND RELIABILITY

The expected massive number of devices in 6G
motivates us to design a scalable and reliable
architecture based on digital twins. Digital twins
face scalability and reliability challenges pertaining
to the implementation of massive ultra-reliable
low latency communication (mURLLC) services
[2]. Although cloud-based twin implementation
can offer a low design complexity pertaining to
management and design, it will suffer from high
latency issues for networks with a large number
of devices. To address this issue, one can use a
distributed twin architecture (as detailed below).
Distributed architectures (i.e., edge-based twins)
reduce latency and increase scalability. Howev-
er, distributed digital twins will suffer from higher
management complexity compared to centralized
digital twins. A centralized digital twin may have
more computational power and storage than the
distributed one, but it has high latency. There-
fore, we can use a hybrid approach by combining
the features of both centralized and distributed
digital twins to offer a trade-off between com-
putational power, storage capacity, and latency.
For instance, consider collaborative caching for
extended reality. One can deploy edge-based
twin objects using deep reinforcement learning
at the network edge and cloud-based twin object
at a cloud. Edge-based twin objects will update
themselves using their own data and send their
learning updates to the cloud-based twin. Finally,
cloud-based twin object can share the updated
learning updates with all edge-based twin objects.
Note that there are two main aspects of reliability,
such as twin reliability and twin-based service reli-
ability. Twin reliability refers to the operation of a
twin with minimum possible interruption due to a
malfunction of the edge/cloud server running the
twin objects. Additionally, the twin signaling (e.g.,
training of distributed learning model to yield
pr-trained machine learning models) over wire-
less access channel required for various services
is affected by channel uncertainties. To ensure
reliable twin signaling, there is a need to employ
channel coding schemes (e.g., URLLC codes) and
other techniques (e.g., multi-connectivity, packet
duplication). Table 1 explains the twin reliability
under malfunctioning of edge/cloud server run-
ning twin objects. On the other hand, twin ser-
vice reliability mainly depends on wireless channel
reliability and reliable/cloud edge computing. For
service wireless channel reliability, similar to twin
signaling we can use channel coding schemes
and other techniques for communication. Addi-
tionally, digital twin can be used for predictive
maintenance of 6G systems to avoid system mal-
functions and cyber attacks through Al analytics
and simulation.

ARCHITECTURE OF DIGITAL-TwIN-ENABLED 66

Twin OBJECTS

We propose the notion of twin objects-based
architecture for digital-twin-enabled 6G to enable
various loE applications, whose overview is given
in Fig. 2 Twin objects use the virtual model of
a physical system (i.e., loE service) and will be
responsible for performing optimization, training
of an ML model, and control to enable a given 6G
service. To virtually represent a physical system,
there are many challenges, such as true reflection
of attributes, entanglement, and composability.
Entanglement refers to truly complete information
exchange between physical objects and logical
twin objects, whereas composability deals with
using the existing twin objects of various entities
for enabling a complete twin-based service. A
typical 6G service can be deployed either using a
single or multiple twin objects. In our framework,
the twin objects can be used to emulate a single
entity (e.g., edge server, cloud server, end-device,
wireless channel), single service (e.g, augmented
reality), and multiple services. For a single entity,
twin can be used to optimize resources (e.g., ener-
gy for various tasks). Twins can also be used for
emulation of a complete service by end-to-end
resource management and planning. Another way
of emulating a service can be combining the exist-
ing single entity twins (e.g., edge server twin, devic-
es twin, cloud server twin) to enable a complete
service. On the other hand, one can use twins for
various services on a single network by optimizing
overall resources and the quality of service.

The twin objects can be created and terminat-
ed dynamically to enable 6G services based on
requests [11]. Twin objects can be implemented
using transient-based virtual machines (TVM) to
offer the proactive customization of resources and
post-use cleanup. The proactive customization
of resources can be enabled by proactive intel-
ligent analytics based on emerging ML schemes
[3]. Twin objects can enable proactive intelligent
analytics either using pre-trained ML models for
synchronous communication or newly trained
ML models for asynchronous communication.
Later, the resources assigned to the TVM should
be released after executing the service. Note
that the TVM for a particular service should be
isolated from the TVM of another service. Fur-
thermore, the TVM must be separated from the
host node software. The host node software must
interact with the TVM seamlessly and ubiquitously
to enable us with the efficient implementation of
multiple TVMs.

TwiN OBJECT DEPLOYMENT TRENDS

Twin objects can be deployed either at end-de-
vices, edge, or cloud. Depending on this deploy-
ment, we can divide the architecture of digital
twin into three categories: edge-based digital twin,
cloud-based digital twin, and edge-cloud-based
collaborative digital twin, as shown in Fig. 3. Edge-
based twin objects are more suitable for 6G
applications with strict latency constraints (e.g.,
massive URLLC) due to their nearby locations to
end-devices, whereas cloud-based twin objects
can be used for delay tolerant and high compu-
tational power applications. Generally, the avail-
able computing power at the cloud is higher than
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FIGURE 2. Digital twin sequence diagram.

that of the edge, but with larger latency and more
communication cost. Meanwhile, edge-cloud-
based twins exploit the advantages of both cloud-
based twins (i.e., high computational power) and
edge-based twins (i.e., instant analytics with low
communication cost). One thing must be noted
that for real-time applications, twin objects will
use pre-trained models for instant use. For non-
real-time applications, twin objects can further
train the pre-trained ML model for performance
improvement. For instance, consider a cooper-
ative intelligence-enabled transportation system
using edge-cloud-based twins. For designing 6G
traffic congestion control, we can employ twins
that are installed at the cloud [12], whereas for
reporting accidents using prediction between
autonomous cars, we can use edge-based twins
due to the instant reporting requirement of such
events [13]. Additionally, if we want to deploy
intelligent caching based on deep reinforcement
learning for infotainment services in autonomous
driving cars, we can use multiple edge-based
twins that will act as agents for optimal caching
decisions [14]. Comparison of twins for various
performance metrics is given in Table 1. Consid-
ering scalability, an edge-based twin will have the
highest value because it has the lowest latency
compared to both cloud and edge-cloud-based
twins. We can add more end-devices in the case
of edge-based twins until their maximum serving
limit without significantly increasing the latency.
However, a cloud-based twin will suffer from low
scalability due to an increase in latency when the

number of devices increases. Therefore, depend-
ing on the 6G application nature, we should
deploy the twin object at an appropriate location.

Various interfaces such as twins-to-things,
twin-to-twin, and twin-to-service interfaces must
be proposed for seamless, isolation-based, com-
plex interaction in a scalable and reliable manner.
Twin-to-object interfaces allow us to efficiently
decouple the loE devices from the twin layer,
thus proving us with easier management. A twin-
to-twin interface enables the communication
between various twin objects to implement a dis-
tributed system (e.g., federated learning-based
vehicular edge computing [15]). For instance, to
implement distributed ML-based systems, various
twin objects can be used to train ML models at
network edges. Next, to get an ensemble ML
model, a twin-to-twin interface will be used. Fur-
thermore, a twin-to-twin interface will be used for
communication among various twins at different
levels (i.e., cloud and edge levels). Here, we note
that digital-twin-enabled 6G architecture must
have necessary security against various security
attacks. Blockchain-based data management can
enable sufficient security for data at distributed
nodes. End-devices, edge/cloud servers, and twin
objects must be provided with lightweight and
effective authentication schemes.

DIGITAL TWIN OPERATIONAL STEPS
We can divide the twin operation into two types:
training and operation as shown in Fig. 2. For train-
ing, one can use distributed ML (step 1). Next, the
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side of using more communication resources to
transfer the end-devices data to a centralized serv-
er. To address this challenge, we should use fed-
erated learning to continuously update the global
model for better performance.

We now explain the operation of a digital
twin in response to the end-users request for
6G service. XR is used an example here to pro-
vide a concrete understanding of the digital twin
operation. For instance, consider a 6G system in
which an XR device requests a service from the
BS (step 1). In response to the user request, first
of all, authentication takes place (step 2). After
validation of the end-user XR request, the XR
request must be translated using semantic rea-
soning techniques, into a form understandable
by the twin objects (step 3). Next, we instantiate
twin objects at the BS based on TVM and asso-
ciate them with blockchain miners (step 4). The
miners will store and run a blockchain consensus
algorithm to enable trustworthy sharing of data
for twins’ operations (step 5). Moreover, miners
will store the data required for twin proactive ana-
lytics. Additionally, miner will store the pre-trained
models for XR service. To serve the end-users, the
on-demand twin objects can use these pre-trained
models (i.e., use them either directly for instant
XR operation or perform further training for future
use). The instantiated twin object will serve the
XR end-user by enabling efficient communication
and computing resource management with other
controls (steps 6, 7, and 8).

FUTURE DIRECTIONS
ISOLATION BETWEEN TWINS-BASED SERVICES

To allow 6G to use twin objects for various
loE applications, efficient utilization of network
resources is necessary. Additionally, to guarantee
the performance of a twin-based IoE service with-
out affecting the performance of other twin-based
services, there is a need to explicitly allocate
resources (i.e.,, computation and communication
resources) for various twin-based services. One
way can be to use a dedicated allocation of
resources to various twin-based services. Howev-
er, dedicated allocation of resources (e.g., edge
server) to a digital twin-based service will result in
an inefficient use of resources. Therefore, we must

FIGURE 3. Twin objects deployment trends.

propose novel resource optimization schemes for
twinning over a shared network.

MoBILITY MANAGEMENT FOR EDGE-BASED TWINS

An end-user must be served seamlessly by the
digital-twin-enabled 6G system during the service
period. A mobile device associated with a twin
object might suffer from service interruption due
to moving outside the coverage of the access
point/BS associated with the twin. One way is to
enable the end-user with the service via commu-
nication with its twin object/s using a backhaul
link. But, this approach will suffer from the issues
of slight interruption of the service and high laten-
cy. To cope with these issues, one can migrate
the service to the newly associated twin objects.
However, the migration of services depends on
user mobility that can be proactively predicted
using ML schemes.

DIGIAL TwIN FORENSICS

A typical digital-twin-enabled 6G system will
have a variety of players (e.g., end-devices, TVM-
based twin-objects, communication interfaces).
Therefore, it will be vulnerable to various securi-
ty threats. To enable the successful operation of
the twin-based system, there is a need to propose
effective forensic techniques to investigate these
security attacks. Based on the analysis of attacks,
there is a need to develop new security mecha-
nisms. The main challenges that will be involved
in digital-twin-enabled 6G forensics are attacks
evidence identification, evidence acquisition and
preservation, and evidence presentation.

CONCLUSIONS

In this article, we have presented a vision of dig-
ital-twin-enabled 6G.We have proposed a digital
twin-based architecture for 6G. Furthermore, we
have provided an outlook on future research. We
have concluded that a digital twin will serve as a
key enabler of 6G services. Our proposed edge-
based digital twins will offer key features scalability
and reliability by using distributed deployment. We
have also provided a roadmap for future research
to truly realize the vision of a digital twin for 6G.

IEEE Communications Magazine ¢ January 2022

n



ACKNOWLEDGMENT

This work was supported by the National
Research Foundation of Korea(NRF) grant fund-
ed by the Korea government(MSIT) (No. No.
2020R1A4A1018607) and by Institute of Infor-
mation & Communications Technology Planning
& Evaluation (IITP) grant funded by the Korea
government(MSIT) (No.2019-0-01287, Evolvable
Deep Learning Model Generation Platform for
Edge Computing).

REFERENCES

[1] L. U. Khan et al., “6G Wireless Systems: A Vision, Architec-
tural Elements, and Future Directions,” IEEE Access, vol. 8,
Aug. 2020, pp. 147 029-44.

[2] W. Saad et al., “A Vision of 6G Wireless Systems: Applica-

tions, Trends, Technologies, and Open Research Problems,”

IEEE Network, vol. 34, no. 3, May 2020, pp. 134-42.

N. Kato et al,, “Ten Challenges in Advancing Machine Learn-

ing Technologies Toward 6G,” IEEE Wireless Commun., vol.

27, no. 3, Apr. 2020, pp. 96-103.

[4] C. Chaccour et al., “Seven Defining Features of Terahertz
(Thz) Wireless Systems: A Fellowship of Communication and
Sensing,” arXiv preprint arXiv:2102.07668, 2021.

[5] I. Yaqoob et al., “Blockchain for Digital Twins: Recent
Advances and Future Research Challenges,” IEEE Network,
vol. 34, no. 5, Apr. 2020, pp. 290-98.

[6] W. Kritzinger et al., “Digital Twin in Manufacturing: A Cat-

egorical Literature Review and Classification,” IFAC-Paper-

sOnLine, vol. 51, no. 11, 2018, pp. 1016-22.

R. Rolle et al., “Architecture for Digital Twin Implementation

Focusing on Industry 4.0,” IEEE Latin America Trans., vol. 18,

no. 05, Apr. 2020, pp. 889-98.

[8] H. X. Nguyen et al., “Digital Twin for 5G and Beyond,” IEEE
Commun. Mag., vol. 59, no. 2, 2021, pp. 10-15.

[9] W. Wen et al., “Terngrad: Ternary Gradients to Reduce Com-
munication in Distributed Deep Learning,” Advances in Neu-
ral Information Processing Systems, 2017, pp. 1509-19.

[10] L. U. Khan et al., “Dispersed Federated Learning:
Vision, Taxonomy, and Future Directions,” arXiv preprint
arXiv:2008.05189, 2020.

[11] P. Vlacheas et al., “Enabling Smart Cities Through a Cog-
nitive Management Framework for the Internet of Things,”
IEEE Commun. Mag., vol. 51, no. 6, June 2013, pp. 102-11.

[12] M. Shengdong et al., “Intelligent Traffic Control System
Based on Cloud Computing and Big Data Mining,” IEEE Trans.
Industrial Informatics, vol. 15, no. 12, July 2019, pp. 6583-92.

[13] L. U. Khan et al., “Edge-Computing-Enabled Smart Cities: A

[3

[7

Comprehensive Survey,” IEEE Internet of Things J., vol. 7, no.
10, Oct. 2020, pp. 10 200-32.

[14] Wang. et al., “In-Edge Al: Intelligentizing Mobile Edge Com-
puting, Caching and Communication by Federated Learn-
ing,” IEEE Network, vol. 33, no. 5, 2019, pp. 156-65.

[15] D. Ye et al., “Federated Learning in Vehicular Edge Com-
puting: A Selective Model Aggregation Approach,” IEEE
Access, vol. 8, 2020, pp. 23 920-35.

BIOGRAPHIES

LATIF U. KHAN received his Ph.D. degree in Computer Engi-
neering in 2021 and MS (Electrical Engineering) degree with
distinction in 2017 from Kyung Hee University (KHU), South
Korea and University of Engineering and Technology, Peshawar,
Pakistan, respectively. His research interests include analytical
techniques of optimization and game theory to edge comput-
ing, federated learning, and digital twins.

WALID SAAD [$07, M'10, SM’15, F'19] received his Ph.D.
degree from the University of Oslo in 2010. Currently, he is a
professor in the Department of Electrical and Computer Engi-
neering at Virginia Tech. He is the author/co-author of ten con-
ference best paper awards and of the 2015 IEEE ComSoc Fred
W. Ellersick Prize. His research interests include wireless net-
works, machine learning, game theory, cybersecurity, unmanned
aerial vehicles, and cyber-physical systems.

DusIT NIYATO [M'09, SM'15, F'17] is currently a professor in the
School of Computer Science and Engineering, Nanyang Techno-
logical University. He received his B.Eng. from King Mongkuts
Institute of Technology Ladkrabang, Thailand, in 1999 and his
Ph.D. in electrical and computer engineering from the University
of Manitoba, Canada, in 2008. His research interests are in the
area of energy harvesting for wireless communication, Internet
of Things (IoT), and sensor networks.

ZHU HAN [S'01, M’04, SM'09, F'14] received his Ph.D. degree in
electrical and computer engineering from the University of Mary-
land, College Park. Currently, he is a professor in the Electrical and
Computer Engineering Department as well as in the Comp at the
University of Houston, Texas. He is an AAAS fellow since 2019.
He is 1 percent highly cited researcher since 2017 according to
Web of Science, and winner of 2021 IEEE Kiyo Tomiyasu Award.

CHOONG SEON HONG [S95, M’97, SM’11] is working as a pro-
fessor with the Department of Computer Science and Engineer-
ing, Kyung Hee University. His research interests include future
Internet, ad hoc networks, network management, and network
security. He was an Associate Editor of the IEEE Transactions
on Network and Service Management, J. Communications and
Networks and an Associate Technical Editor of the IEEE Commu-
nications Magazine.

80

IEEE Communications Magazine ¢ January 2022



