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Cloud-Edge Collaborative Method for Industrial
Process Monitoring Based on Error-Triggered
Dictionary Learning

Keke Huang “, Zui Tao, Chen Wang

Abstract—The development of cloud manufacturing en-
ables data-driven process monitoring methods to reflect
the real industrial process states accurately and timely.
However, traditional process monitoring methods cannot
update learned models once they are deployed to edge
devices, which leads to model mismatch when confronted
time-varying data. In addition, limited resources on the
edge prevent it from deploying complex models. Therefore,
this article proposes a novel cloud-edge collaborative pro-
cess monitoring method. First, historical data of industrial
processes are collected to establish a dictionary learning
model and train the dictionary and classifier in the cloud.
Then, the model is simplified and deployed to the edge.
The edge layer monitors the process states, including fault
detection and working condition recognition, and deter-
mines whether a model mismatch has occurred based on
an error-triggered strategy. Both numerical simulation and
industrial roasting process results verify the superiority of
the proposed method.

Index Terms—Cloud-edge collaboration, dictionary
learning, model simplification, model updating, process
monitoring.

[. INTRODUCTION

LOUD manufacturing (CMfg) adopts and extends the
concept of cloud computing to combine advanced
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information technology, manufacturing technology, and
Internet of Thing (IoT) technology to form a shared, scalable
manufacturing resource pool [1]-[3], which facilitates the
transformation of manufacturing modes, technologies,
and ecosystems. Industrial process monitoring is a typical
application in CMfg. The widespread deployment of sensors
and IoT devices in industrial manufacturing sites has spawned
an explosion of huge and diverse industrial data. Process
monitoring provides real-time monitoring of the states of
industrial processes such as working conditions and fault infor-
mation through data mining, statistical modeling, and machine
learning [4].

Nowadays, process monitoring has been widely studied in
academia and industry because of its great importance to ensure
the efficient and healthy operation of industrial production and
to achieve intelligent manufacturing [5]. Among various process
monitoring methods, the most widely used methods are the
multivariate statistical process monitoring (MSPM) methods.
Typical MSPM methods include principal component analysis
(PCA) and partial least square [6], [7]. With the development
of artificial intelligence, some machine learning methods have
been introduced for process monitoring, such as support vector
machine (SVM)-based methods [8] and slow feature analysis
methods [9].

Dictionary learning is a machine learning method that extracts
features from the data and represents them by dictionary atoms.
The K-SVD algorithm [10] achieves the training of dictionary
that makes the best representation of each training data, which
greatly contributes to the development of dictionary learning.
Based on the K-SVD algorithm, some extension methods, such
as the label consistent (LC-K-SVD) method [11], the discrim-
inative K-SVD method [12], etc., were developed. Recently,
dictionary learning methods have been investigated in the com-
munity of process monitoring due to their powerful performance
in industrial data representation and classification. Lu et al. [13]
proposed a physics-constrained dictionary learning method to
perform diagnosis with the classification of sensor data. Huang
et al. [14] proposed a kernel dictionary learning method for
nonlinear process monitoring and applied it to aluminum elec-
trolysis industrial process. Yang et al. [15] proposed a robust
dictionary learning method to remove outliers and noise from
training data for fault detection and classification of industrial
processes.
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Although the aforementioned methods have been investigated
for some industrial cases, how to apply these advanced process
monitoring methods to industrial sites is still a problem worth
further investigating in practice. Generally, traditional process
monitoring methods deploy models in edge devices through
edge computing, since the edge layer is closer to industrial
manufacturing sites and has high real-time performance [16].
Unfortunately, general edge devices often have limitations in
computing and storage resources and cannot handle large-scale
data and complex algorithm models. Moreover, the model de-
ployed in the edge devices cannot be updated adaptively. With
the development of CMfg, some process monitoring applications
were migrated to the cloud layer since it can handle large-scale
industrial data [17], [18]. Cloud computing has less limitation
of computing and storage resources than the edge, it can update
the model based on real-time data. But the cloud-based process
monitoring usually confronted with poor real-time performance
due to the time-consuming data transmission. More specifically,
the monitoring results are difficult to provide real-time guidance
to the production because of the communication delay between
the cloud and the industrial site.

The cloud-edge collaboration framework realizes the com-
plementary advantages of edge intelligence and cloud comput-
ing [19], [20]. The cloud-edge collaboration framework features
the migration of complex model training and Big Data manage-
ment to the cloud, while the edge is responsible for relatively
simple real-time inference. This framework greatly frees up the
pressure of computing and storage capacity at the edge, which
has great application implications for current process monitoring
systems. As a result, there are already some works of process
monitoring under the cloud-edge coordination framework [21],
[22]. In our work, the cloud is responsible for managing in-
dustrial data and training and updating the models. The edge
devices use the models trained in the cloud to achieve real-time
process monitoring. The difference between our work and that
mentioned previously is that in our method the collaboration
between the cloud and the edge is more frequent and tighter, as
the model needs to be continuously updated.

Our could-edge collaboration framework is ideally suited to
address practical problems when it confronts complex industrial
process monitoring. In real industrial sites, the process is often
characterized by time varying due to the variation of process
parameters, raw materials. Since the process monitoring model
is trained on historical data, it cannot represent real-time data
well, which is also known as a model mismatch. Our method can
address model mismatch by updating the model using real-time
data adaptively. Take the roaster in practice, the temperature
fluctuation in the furnace and the frequent abnormal working
conditions lead to drastic time-varying data, which makes the
problem of model mismatch. In addition, the harsh environment
of the roaster makes it unrealistic for the deployment of complex
monitoring algorithms on the site. Therefore, as shown in Fig. 1,
it is urgent to propose a monitoring method that is not only
applicable in the site but also can update the model. From
this practical perspective, this article proposes a cloud-edge
collaborative method for industrial process monitoring based on
error-triggered dictionary learning. Here, the dictionary learning
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Fig. 1. Cloud-edge collaborative monitoring of boiling roaster.
(a) Physical architecture of the cloud-edge collaborative framework.
(b) Network architecture of the cloud-edge collaborative framework.

method ensures the accuracy of process monitoring; the cloud-
edge collaboration framework provides a solution for online
monitoring and model update to address the model mismatch. In
detail, a dictionary learning model is built in the cloud to train a
dictionary and a classifier. Considering the limited resources of
computing and storage on the edge layer, the model is simplified
according to the used number of each dictionary atom to obtain
the simplified dictionary and classifier. The simplified model is
deployed to the edge. As real-time data are captured by the edge,
the simplified model is used to monitor the states of the industrial
process, including fault detection and working condition recog-
nition. The edge also determines whether a model mismatch
occurs based on the calculated label information entropy. If the
label information entropy is less than the threshold, it triggers
the cloud to update the model to ensure that the model always
matches the data. In summary, the main contributions of this
article are as follows.

1) A novel cloud-edge collaborative framework combining
model update in the cloud and trigger strategy in the
edge is proposed to guarantee the accuracy of process
monitoring, especially for time-varying cases.
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2) For high real-time requirements and strict computation
and storage limitations of the edge layer, a model simplifi-
cation method based on the contribution of the dictionary
atom is proposed to simplify the dictionary and classifier.

3) An event-triggered strategy based on label error is pro-
posed for solving the model mismatch puzzle. The joint
optimization of dictionary and classifier ensures the ra-
tionality of the strategy.

The rest of this article is structured as follows. In Section II,
the proposed process monitoring method and the framework of
cloud-edge collaboration are described in detail. In Section III,
the superiority of the proposed method is demonstrated by a
numerical simulation and an industrial roasting process. Finally,
Section IV concludes this article.

Il. METHODOLOGY

In this section, we introduce the error-triggered dictionary
learning monitoring model and the cloud-edge collaborative
monitoring framework in four parts, including cloud-based dic-
tionary learning modeling, model simplification, error-triggered
model update strategy, and edge layer online monitoring. The
framework structure diagram of the proposed method is shown
in Fig. 2.

A. Cloud-Based Dictionary Learning Method

For the cloud-edge collaborative framework, the cloud is
mainly responsible for storing large amounts of process data,
as well as training and updating models based on the data.
Therefore, a suitable data representation model is a prerequisite.
Due to the powerful representation ability of dictionary learning,
we use it as the baseline model [11]. In addition, industrial
processes often operate under different working conditions, the
dictionary learning model should be discriminative, namely,
the learned dictionary can incorporate the label information to

Cloud-edge collaborative monitoring framework based on the error-triggered dictionary learning method.

recognize working conditions. In the following, the procedure
of data modeling, as well as optimization is described in detail.

First, the historical data from industrial processes are collected
and stored in the cloud. Mathematically, the data are denoted
asY = [y1, 42, ...,yn] € R™*M. Here, m and M denotes the
dimension and the number of data samples. y; denotes the datain
the ¢y, moment. Since the data come from multiple sensors at the
industrial site, it is an m-dimensional vector. The label of the data
is denoted as H = [hy, hy, ..., hy] € R™*M . Here, n denotes
the total working conditions of historical data. h; denotes the
label vector corresponding to the iy, data. If the ¢y, data belong
to the jy, working condition, h; = [0,---0, 1,0, - - - 0], of which
the ji, element of h; is 1 and the rest elements are 0.

The principle of dictionary learning is to learn a basis set
D = [dy,d,...,dr] € R™* ¥ torepresent training data, which
also known as a dictionary. Here, d; denotes the iy atom and
K denotes the number of atoms. In general, the normalization
is performed for each atom, ||d;||5 = 1Vi. Each data can be
represented as a linear combination of a few atoms, i.e., y =
Dz + e. Here, x denotes the coding coefficient and e denotes
the reconstruction error. When the optimal dictionary is built, the
error is ignorable. Since the learned dictionary is overcompleted,
only a few atoms are used, so x is a sparse vector with only a
few nonzero elements. Extending to the entire training set, we
obtain Y = DX, where X = [z, 22, ..., 7)) € RE*M is the
sparse coding matrix. To train the dictionary and sparse coding
matrix, dictionary learning can be transformed into the following
optimization problem.

. 2
(D, X) = argmin { |V = DX|; + 21X} )

where ||Y — DX||3 denotes the reconstruction error, with
[AllF =

A, and || X]||; denotes the sparsity constraint on the coding

D i afj denotes the Frobenius norm of the matrix
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matrix, with [|All; =}, ;[a;;| denotes the L; norm of the
matrix A. These two terms guarantee that the model has minimal
reconstruction error and sparse data representation. Equation
(1) is a typical dictionary learning optimization function and is
solved using the K-SVD algorithm [10].

However, the dictionary atoms in (1) can represent the training
data but cannot learn the category information. We want the
atoms to be characterized by discriminative category features.
The data of a class is represented using the atoms of this class.
Therefore, the following optimization function is developed:

(D, A, X) = arg Dmin

{1y = DX+ allQ — AX |} + 21X, }
2

where Q = [q1,q, - - -, qur) € RE*M s called discriminative
sparse coding, whose role is to incorporate label information
into the learning process. Let ¢;; be the element of the iy row
and jy column of the matrix (). ¢;; is equal to 1 only if the
label of the iy, training data and the jy, dictionary atom are the
same, otherwise it is 0. A € RS*X is a transformation matrix
that makes the coding matrix approximate to the discriminative
coding matrix (), thus, promotes the atoms to learn category
features.

Then, a linear classifier is used to reconstruct the category
labels of the data to make the model can be used for classification,
and the following optimization function is obtained:

(D, A, W, X)=arg min

|Y —=DX|3+a |Q—AX |}
D,AW,X

2
B H = WX||p+A X1,

where W € R™* ¥ denotes a linear classifier that reconstructs
the labels by the linear transformation W X, and the data can
be classified with the reconstructed labels. The cloud-based
dictionary learning baseline model is shown in (3), which has
the capability of both data representation and classification and
is well suited for cloud-edge collaborative process monitoring
in this article.

Before optimization, the initialization of DO, A ,and w©
is considered. We train the dictionary for each class using the K-
SVD algorithm, and then, combine the dictionaries of all classes
together to obtain the initial dictionary D©). Initialize A by
solving the following optimization problem:

A=argmin {||Q - AX |+ 45} @

where the regular term || A||3. can effectively prevent overfitting.
Since the Frobenius norm is convex, the solution formula of A(©)
can be obtained by finding the partial derivative of A as

A = QxXT(XXT 40 I)7 6))
Similarly, the solution formula of (%) can be obtained as

WO = AXT(XXT 4 3,0)7". (6)

After initialization, the model of (3) can be optimized. First,
(3) can be rewritten as

Y D 2

Va@ | — | VaA | X
VBH VBw ) |,
Let Y. = (YT aQ",/BH")T and D.= (D7, /aA”,
\/BWT)T. The optimization function of (7) can be simplified
as follows:

(D, X) = arg min { |V — DX} +21X], }. ®)

min

i + 21X,

- (D

The aforementioned equation is a basic dictionary learning
optimization function that can be solved using the K-SVD
algorithm. After the optimization step, we decompose D, to
get D and W.

B. Model Simplification

Since the model is eventually deployed and used in edge
devices, the suitability of the edge devices for the model needs
to be taken into account. In general, edge devices have limited
computing and storage resources. If the model is too complex, it
will inevitably take up too much storage space, and meanwhile,
the complex model will also increase the computational com-
plexity, which reduces the real-time performance of monitoring.
In addition, since the optimal dictionary size is not known
in advance, we tend to set the dictionary as an overcomplete
dictionary in the standard dictionary learning setup, i.e., for
D € R™ ¥ K >> m, which leads to a lot of redundant basis
vectors in the dictionary and makes it take too much computation
time for data representation. Therefore, it is reasonable and
necessary to simplify the dictionary model before deploying it
to the edge.

Based on the principle of sparse representation, each training
data can be represented as a linear combination of a few atoms.
The more an atom contributes to the data representation, the
more often it is used. Therefore, after obtaining the sparse
representation of the training data, the used number of each
atom are counted as N!,i € [1,2,..., K]. N{ is calculated as
follows:

Ny = [l llg ©)

where z%. denotes the iy, row of the coding matrix X. |||l
denotes the Ly norm, which counts the number of nonzero
elements in the vector. In dictionary simplification, atoms with
high contribution to the data representation are reserved and
those with low contribution are deleted. This is achieved by
setting a threshold 7 for N,,, and 7 is calculated as follows:

M - sparsity
K
where M denotes the number of training samples, sparsity
denotes the sparsity in data representation, and K denotes the
number of atoms. w denotes a weight. If N is less than 7,
it means that the iy, atom is used relatively infrequently, then
the atom and the corresponding column in W can be deleted.
Accordingly, the simplified dictionary Dy, and classifier W,

(10)

T=w
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Algorithm 1: Cloud-based dictionary learning modeling
and simplification.

Input: Industrial process data Y, label H, discriminative
sparse coding (), number of atoms, coefficient v, 3, w,
and sparsity

Initialization: Subdictionaries are trained using the
K-SVD algorithm for each class of data and combined to
obtain D). Use (5) and (6) to calculate A©) and W(©

Step 1: Y. = (Y7, \/aQ”, yBHT)",

D, = (DT, \/aAT7 \/BWT)T;

Step 2: Update D, using the K-SVD algorithm;

Step 3: Decompose D, to get D and W;

Step 4: Calculate the used number of each atom in the
training data;

Step 5: Use (10) to calculate the threshold 7;

Step 6: Use (11) and (12) to obtain the simplified
dictionary Dy, and the simplified classifier Wn;

Output: D, and Wy,

can be calculated mathematically as follows:

(1)
(12)

Dgim = D(:,index(N: > 7))
Wiim = W (:,index(N: > 1))

where index(N_ > 7) denotes the index of the atom whose used
number is more than 7. The threshold 7 can impact the size of
the simplified model. If 7 is larger, more atoms will be deleted,
then Dg,, and W, will be smaller, while conversely Dy, and
Weim will be larger. The size of Dg,, will impact the effect of
edge layer monitoring, so it is necessary to find suitable Dy,
and W, by adjusting w.

In summary, a dictionary learning model is built based on
historical data in the cloud to train and simplify a dictionary
and a classifier. The simplified model is deployed at the edge
for real-time process monitoring. The detailed steps of model
training and simplification are summarized in Algorithm 1.

C. Error-Triggered Model Update Strategy

In the actual industrial site, the process data are always
characterized by time varying due to factors such as changes in
process parameters and raw materials, which causes a deviation
between real-time data and historical data and results in models
trained on historical data not matching the real-time data. Model
mismatch leads to much of the normal data may be falsely
alarmed. Therefore, it is necessary to update the model so that
it always matches the time-varying data.

However, in the traditional process monitoring methods, the
model is fixed once it has been deployed to the edge device and
cannot be updated adaptively due to the limitations of comput-
ing power. The cloud-edge collaborative framework solves this
problem by placing the training and updating of the model in the
cloud with powerful computing power, then simply deploying
the updated model to the edge, which greatly frees up computing

resources of the edge and makes the model updating feasible.

The edge layer should provide the triggering strategy. The
two commonly used strategies at present are timed-triggered and
event-triggered updating. Timed-triggered updating means that
a fixed time or amount of data is given, the model is updated
after the system has run for a fixed time or processed a fixed
amount of data. Event-triggered updating means that the system
checks to see if a model mismatch event has occurred to trigger
the model update. In real industrial processes, the moment of
model mismatch is often uncertain. Time-triggered strategies
usually have difficulty in finding the exact moment of mismatch,
which leads to the system being monitored by a mismatched
model for a long period of time. The event-triggered strategy,
on the other hand, detects whether the model mismatch occurs
at each sampling cycle, which is relatively faster to find the
moment of model mismatch and trigger an update in time so that
the model always matches the data, and is better in practice. In
addition, event-triggered strategy can reduce the communication
traffic and save computational load on the processors. Thus, the
event-triggered updating strategy is introduced in this article.

The dictionary D for data representation and the classifier
W for classification are jointly optimized, which promotes the
features extracted by the model is jointly for data representation
and classification. Therefore, the error of the label given by the
classifier is consistent with the ability of the data representation
by the dictionary. When the model mismatch causes the data
representation to deteriorate, the error of the labels given by
the classifier will also deteriorate. Therefore, label error is used
to determine whether a model mismatch has occurred. When
monitoring online data, the label hye = [h), h2,, ... h7] canbe
reconstructed. Then, the label information entropy is calculated
as follows:

(13)

g=—)log (|h]).
i=1

We use the one-hot code as the label. Information entropy is
often used to determine the quality of the one-hot code labels,
especially in some dictionary learning work [23]. For one-hot
code, when the reconstructed label is good, with only one ele-
ment close to 1 and the other elements close to 0, the information
entropy will be larger. Conversely, a bad label vector will have a
smaller difference between the values of its different elements,
and in this case, a smaller information entropy. Therefore, ¢
can be used to determine whether a label passes or fails. Set
a threshold o for ¢ to measure the error of the label, when
q > o, the label passes, otherwise the label fails. However, a
label failure is not necessarily a model mismatch, but can also be
a coincidental event. Therefore, an upper limit x on the number
of failed labels is preset. When the number of failed labels is
greater than i, an update of the model in the cloud is triggered.

In general, retraining and incremental learning can be used for
model updating. As there is no limitation of computing resources
in the cloud, we do not need an incremental update strategy.
In this article, real-time data are added to the training set and the
model is updated by retraining.
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D. Edge Layer Online Monitoring

At the edge layer, we use the reconstruction error of the online
data to determine whether a fault has occurred, so the control
limit for the reconstruction error is calculated. The first step is
to obtain the sparse representation of Dy, to the training data
as follows:

X = argmin {|Y - Dan X[} + 21X], }. (4)

The aforementioned equation can be solved by the orthogonal
matching pursuit (OMP) method [24]. After obtaining the sparse
representation, the reconstruction errors can be calculated as
follows:

R; = |ly; — Dyma; |3 (15)

where y;, x;, and I?; denote the jg, training data, sparse coding,
and reconstruction error. After calculating the reconstruction
errors of all training data, the probability density function of the
reconstruction errors is estimated by the kernel density estima-
tion (KDE) method [25]. The formula of KDE is as follows:

where h denotes the bandwidth and K (z) denotes the kernel
function; the Gaussian kernel function is chosen in this article.
Once the probability density function f(R) has been obtained,
the control limit Ry for the reconstruction error is obtained
by setting an appropriate confidence level €. The calculation
formula is as follows:

Ry
f(R)dR =

(16)

€
—. 17
3 > a7
When the model is updated, the control limit is also updated.

1) Fault Detection: When the online monitoring data yey is
collected by the sensors and sent to the edge device, it can be

monitored at the edge. Use Dy, to represent it.

(18)

Similarly, xpey is calculated using the OMP method. After-
ward, the reconstruction error is calculated as follows:

Tnew = argmin { e — Dama |3 + Al }-

Rpew = ||ynew - Dsimmneng' 19)

Since the faulty data cannot be represented by the dictio-
nary, the reconstruction error will be large. Therefore Ry is
compared with Ry. If Ryew < Ry, the online data are normal.
Otherwise, it is faulty.

2) Working Condition Recognition: If the online data are
normal, it is possible to recognize working conditions after fault
detection. zpew has been calculated, and the label vector h, can
be reconstructed by the classifier Wy,.

hre = W@imxnew~ (20)

The index of the largest element in the label vector is the
working condition to which the data belongs. If the 7y, element
in the vector A, is the largest, then the data belongs to the iy,
working condition.

[ll. ILLUSTRATIVE EXAMPLES

In this section, examples of numerical simulation and indus-
trial roasting process are used to verify the superiority of the
proposed cloud-edge collaborative process monitoring method.
To quantitatively assess the monitoring effectiveness, some in-
dicators are defined as follows, including the false alarm rate
(FAR) and the fault detection rate (FDR).

_ #{R> Ru|f # 0}

FDR = o 100% Q1)
_#{R> Rl =0)

FAR = e 100% (22)

where #{xz} denotes the number of samples in the set x,
f # 0 denotes faulty data, and f = 0 denotes normal data. In
addition, the recognition rate is also used to analyze how well
the method recognizes the working conditions. Some state-of-
the-arts process monitoring methods are also introduced in this
section for comparisons, including online dictionary learning
(ODL) [26], PCA mixture model (mPCA) [27], k-nearest neigh-
bor (KNN) [28], and SVM [29].

A. Numerical Simulation Experiment

A numerical simulation system has been designed to simu-
late the real industrial process. The data are generated by the
following equation:

y=As+e (23)

where y is the generated process data. e = [ey, €2, €3, €4, €3]
denotes the observed noise in the process, which is usually
assumed to be Gaussian white noise so that e; ~ N (0,0.012)Vi.
s = [s1,52)7 denotes the state vector of the process, setting
different states to get data of different modes. A denotes the
observation matrix, which has the values as follows:

0.5768 0.3766
0.7382 0.0566
0.8291 0.4009
0.6519 0.2070
0.3972 0.8045

(24)

The procedure of the proposed process monitoring method
can be divided into three steps. First, training data and test
data are generated by (23). Then, based on the training data,
the simplified dictionary and classifier are trained according
to Algorithm 1 and used as the edge layer model. Finally, the
test data are monitored, including fault detection and working
condition identification. The monitoring effect is analyzed by
quantitative indicators mentioned previously.

The effect of model simplification on monitoring effective-
ness is first tested experimentally. In this experiment, the state
vectors are set as follows. For mode 1, set sy ~ N(2,1) and s, ~
N(-3,1).Formode2,sets; ~ N(=5,1)ands; ~ N(5,1). We
generate 1000 training data and 1000 test data for each mode,
respectively. A bias fault of 0.2 is added to the first dimension of
the last 500 test data for each mode. The parameters of the model
are set as follows. The number of atoms of the cloud dictionary
is 200. The coefficient « is 1 and 3 is 4. The sparsity for sparse
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Fig. 3. Impact of dictionary simplification on monitoring effectiveness.
(a) Effect of w on the number of atoms in Dgjm,. (b) Effect of w on the
monitoring time. (c) Effect of w on the FAR and FDR. (d) Effect of w on
the recognition rates.

representation is 3. The confidence level for the control limit is
0.99.

During the model simplification stage, the coefficient w is
set from 0 to 0.9 for model simplification to obtain simplified
models of different sizes. The indicators of monitoring the test
data for each simplified model is recorded, including FAR,
FDR, the recognition rate for both modes, and the time spent
in monitoring the test data. The results of the experiment are
shown in Fig. 3. The number of atoms in the simplified dictionary
is sensitive to w. A relatively small w can thoroughly simplify
the model. As the dictionary is simplified, the time taken to
match atoms in the sparse representation is also reduced so that
real-time monitoring is greatly improved. Meanwhile, although
the model is simplified, the impact on the monitoring results is
not significant. Low FAR, high FDR, and high recognition rate
are guaranteed in most cases, and it is only when the model is
severely simplified that the recognition rates drop more. This
experiment shows the superiority of model simplification. A
suitable w can reduce the size of the dictionary and save time
in monitoring, which can improve the real-time performance at
the edge layer and achieve accurate monitoring.

Next, the numerical simulation experiment is used to sim-
ulate time-varying data by adding slow time variation to the
state vectors. Formode 1, s; = c0s(0.0037) + 2 sin(0.0024) and
8y ~ N(=3,1). For mode 2, s; = 2 c0s(0.0034) + sin(0.0021)
and s, ~ N (5, 1). i denotes the serial number of the sample. We
produce 200 training data and 1500 test data for each mode, with
abias faultof 0.2 is added to the first dimension of the last 500 test
data for each mode. The monitoring results of the model with and
without update are compared. The parameters for the experiment
are set the same as in the previous experiment. For the model
update, the threshold o is set to be 5, and p is set to be 10.
After training the model using the training data and simplifying
it, the simplified model is used to monitor the test data and

FAR:12% FDR:99.8% FAR:3.1% FDR:100%

0.025
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0.020 0.020

0.015 0.015
0.010 0.010

0.005 0.005

0.000 0.000

0 500 1000 1500 2000 2500 3000 0 500 1000 1500 2000 2500 3000

Sample number Sample number

(a) (b)

Fig. 4. Impact of the model update on monitoring effectiveness.
(a) Monitoring effectiveness of model without update. (b) Monitoring
effectiveness of the updated model.

TABLE |
QUANTITATIVE MONITORING RESULTS FOR MODEL UPDATE AND MODEL
WITHOUT UPDATE

Recognition Recognition
Model FAR FDR rate of mode 1  rate of mode 2
Model without update 12%  99.8% 95.1% 75.2%
Model update 3.1%  100% 96.6% 95%

update the model when an update is triggered. The comparison
between model update and without update is shown in Fig. 4 and
Table I. The comparison results revealed that model mismatch
can easily occur when the model is not updated. In particular,
when monitoring data of mode 2, the model mismatch resulted
in a reduced ability to represent normal data, with many normal
data being misjudged as faults. Furthermore, according to the
experimental results in Fig. 4, some of the normal data in mode
1 have reconstruction errors that exceeded the control limit.
This is due to the model mismatch caused by the time-varying
test data, which is eliminated as the model is updated again. In
terms of indicators, this resulted in a large FAR and a greatly
reduced recognition rate of mode 2. If the model was updated,
this would not happen and all monitoring indicators improved.
This experiment shows that model updating is necessary for
time-varying industrial process monitoring.

Finally, the monitoring effectiveness of the proposed method
to time-varying data is compared with other monitoring meth-
ods. The parameters for the comparison methods are set as
follows. For ODL, the number of atoms is 80 and the sparsity is
3. For mPCA, the cumulative percent variance (CPV) is set to be
0.85. For a fair comparison, the confidence level for all methods
is 0.99. For KNN, the value of k£ is 5. The SVM uses a linear
kernel function. The monitoring results are shown in Fig. 5 and
Table II. ODL is a process monitoring method that updates the
model online. When monitoring the first mode, the ODL model
represents the normal data well, but when the second mode
appears, the constant updating of the model causes it to lose its
ability to represent the normal data so that there are more false
alarms for the normal data of mode 2. The mPCA is a method
for monitoring multimode data, but it is not effective when the
data are time varying. Although the proposed method has a
slightly lower recognition rate than KNN and SVM for mode 1,
the proposed method has the best results when both modes
are considered. The proposed method does not only adapt to
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Fig. 5. Experiment results of the comparison methods on numerical
simulation. (a) R statistic of the proposed method. (b) ODRE statistic
of the ODL method. (c) nT? statistic of the mPCA method. (d) nSPE
statistic of the mPCA method.

TABLE Il
QUANTITATIVE MONITORING RESULTS FOR COMPARISON METHODS ON
NUMERICAL SIMULATION

Recognition Recognition
Method FAR FDR rate of mode 1 rate of mode 2

The proposed method 3.1% 100% 96.6% 95%
ODL 13.75%  100% — —
mPCA(nT?) 81.55%  97.6% — —
mPCA(nSPE) 443%  92.4% — —

KNN — — 100% 86.8%

SVM — — 100% 83.7%

multimode data but also updates the model according to the
time-varying data, thus providing the best monitoring results.

B. Industrial Roasting Process Results

To verify the feasibility of the proposed method for real
industrial processes, we studied the roasting process at Zhuzhou
Smelting Group in Hunan Province, China. Roasting is the
first step in zinc smelting. The stable operation of the roaster
is important to reduce pollution and improve the quality of
the output zinc. Therefore, it is essential to monitor the faults
and the real-time working conditions of the roaster to ensure its
stable and healthy operation. The boiling roaster, IoT sensors,
edge devices, and private cloud constitute the physical archi-
tecture of the cloud-edge collaborative monitoring framework,
as shown in Fig. 1(a). An edge controller is deployed at the
roaster site to handle the real-time data collected by the sensors
and upload the data to the private cloud. The roaster’s private
cloud and the edge controller are located approximately 3 km
apart. The cloud is responsible for managing large-scale data
and algorithm models. The three layers and the data interaction
between the layers constitute the network architecture of the
cloud-edge collaborative framework, as shown in Fig. 1(b). The

TABLE IlI
QUANTITATIVE MONITORING INDICATORS FOR COMPARISON METHODS ON
ROASTING PROCESS

Recognition Recognition

rate of condition 1  rate of condition 2

0.38% 98.5% 99.75% 99.5%
1.63%  89.25% — —
mPCA(nT?) 90.13% 100 — —
mPCA(nSPE) 1.5% 100% — —
KNN — — 94.5% 92%

SVM — — 100% 100%

Method FAR FDR

The proposed method
ODL

physical layer communicates with the edge layer via the OPC
UA protocol. And the edge layer communicates with the cloud
server via HTTP protocol. Meanwhile, the administrator can
monitor and manage the system by interacting with the cloud
server.

Due to the limitations of the space, we build a roasting
process cloud-edge collaborative framework in the laboratory
to simulate the real roasting process site. The cloud platform is
built in the Xinghuan cloud environment, which is provided by
a Chinese Big Data company. The personal computer is used
as the edge device. For the physical layer, we use a laboratory-
created digital roaster, which is created by combining real roaster
operation data and process mechanics. We generate 900 data
of high-efficiency condition, 900 data of over-decomposition
condition, and 400 data of under-oxidation condition by the
digital roaster. The high-efficiency condition is used as normal
condition 1, the over-decomposition condition as normal condi-
tion 2, and the under-oxidation condition as the faulty condition.
500 data in each normal condition are used as training data and
the remaining 400 as the test data. In the test set, there are 200
faulty data after each normal condition. Therefore, there are a
total of 1000 normal samples in the training set and a total of
1200 samples in the test set with 800 normal data and 400 faulty
data.

An experiment is conducted to compare the monitoring in-
dicators for all methods. For a fair comparison, the parameters
of all methods are set as follows. For the proposed method, the
number of atoms in the cloud dictionary is 100, the sparsity is
5, ais 4, fis 2, and w is 0.2. The threshold o for label error
is 1.4 and p is 10. For ODL, the number of dictionary atoms
is 100 and the sparsity is 5. For mPCA, the CPV is 0.85. The
confidence level for all fault detection methods is set to be 0.99.
For the comparison methods of working condition recognition,
the KNN has a k of 5 and the SVM uses a linear kernel function.

The monitoring results are shown in Fig. 6 and Table III. For
the ODL method, there is a good FAR, but a poor FDR. This
is because ODL may use faulty data incorrectly when updating,
resulting in the reconstruction error of the faulty data less than
the control limit. The monitoring effect of the nSPE statistic
for mPCA is good, but the FAR of nT? statistic is poor. This
is because PCA-based methods assume that the data obey the
Gaussian distribution, but the data in the actual process may not
satisfy this distribution, so the modeling effect is compromised.
Among the methods for working condition recognition, the SVM
achieves 100% recognition accuracy and the accuracy of the
proposed method is slightly lower. This is because the proposed
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Fig. 6. Experiment results of the comparison methods on the roasting

process. (a) R statistic of the proposed method. (b) Online dictionary re-
construction error (ODRE) statistic of the ODL method. (c) nT? statistic
of the mPCA method. (d) n-squared prediction error (nSPE) statistic of
the mPCA method.

method generates false alarms for a small number of normal
condition data during fault detection, which has an impact on
working condition recognition. However, the proposed method
has the best process monitoring results for the roasting process
when all indicators are considered.

IV. CONCLUSION

In this article, we focused on multimode industrial process
monitoring based on the cloud-edge collaborative framework.
The proposed method first used the dictionary learning model in
the cloud to ensure the accuracy of monitoring. Then, the model
was simplified and deployed to the edge for saving computing re-
sources at the edge and guaranteeing real-time monitoring. Due
to the time-varying feature of industrial data, an error-triggered
strategy was proposed to update the process monitoring model
in the cloud to solve the model mismatch puzzle. This article
details the steps of cloud modeling, model simplification, error-
triggered model update strategy, and edge layer online moni-
toring of the proposed method. Extensive numerical simulation
and industrial roasting process results verified the superiority
of model simplification and model update method. Compared
with some state-of-the-arts process monitoring methods, the
proposed method had better performance in fault detection and
working condition recognition.
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